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MICRODRIVE
MoakntoueHne K WEB-mMHTepelicy 1 HacTpoiika ceTeBoro aganrepa

1.1. TMoakntoyeHne K WEB-mHTepdeicy poytepa

1. TMogknounTech K LAN nopTy poyTepa ¢ NOMOLLbIO CETEBOrO Kabens;

2. OrtkpoliTe Baw 6pay3ep 1 HabepuTe B afpecHOii CTPoke 6pay3epa «192.168.1.1». He ncnonb3ayiite 6paysep «Internet Explorers;

3. Ecnm He ypanoch 3aiiTv Ha poyTep Mo yKazaHHOMY afpecy, NocMoTpuTe HacTpoiiku TCP/IP Bawein ceteBoii KapTbl. KomnbioTep
JonxeH nonyyartb IP-agpec 1 DNS aBTomaruyecku no DHCP npotokony.

1.2. Tlpumep HacTpoikm ceTeBoi KapTbl anst Windows 10

1. [nsaatoro nepeingute B LieHTp ynpaBneHuns cetsiMmn 1 o6Lum gocTynom. ismeHeHre napameTpoB agantepa nokasaHo Ha Puc.1.1.

5% LleHTp ynpasneHna ceTAMKM M 0BLLMM 4oCTynom - O
4+ EE <« Bcesnementei nanen.. > Llentp ynpasnenua cetamu u oBuyim goctynom v | 0 Mowck B naHenn ynpaenesus O

@aiin  [paeka Bug Cepemc Cnpaska
MpocMOTP OCHOBHLIX CBEAEHWIA O CETH M HACTPOVKa NOAKAKOUEHWA
Manene ynpasnenus —

CMALLHAA CTpaHNUa -
A panaL MpocMoTp aKTMBHBIX CETERA

Wzmenenne napametpos Tun goctyna: WnrepHer

agarnepa MICRODRIVE Aomawmas rpynna: Moxer npucoegnHnTecs

MzmennTte gononHuTEnSHEE HacTHan cetb Mogrniouerns: 0 EEE”FCEEAH” CETE
(MICRODRIVE]

napameTpel oBLIErD 40CTyNa

MzneHeHNE CETEBLIX NapaMETROE

%h. Co34aHNE W HECTPOHKE HOBOTDS NOAKAIMEHUA HAK CETH
-

HacTpoiika wupekononocHoro, kommyTupyesero unn VPN-nogknodenna nubo nactpoiika
MapLIPYTW3ATOPa WKW TOHKN JOCTyNa,

| Ycrpanenwe nenonagok

!

Curarce AWarHocTka u McnpaeneHie NpoBRem ¢ CETeR WKW NOAYYEHWE CBEAEHII 0B yoTpaHeHu
Bpanamayzp Windows HEM@N3A0K,

AomalunHss rpynna

WrdpakpacHan cesze

CeoiicTea Bpaysepa

Puc.1.1. LeHTp ynpaBneHus ceTamu 1 o6wmm goctynom (Windows 10)

2. TMpaBoil KHOMKOM MbILLW LLeNIKHUTE N0 NPOBOAHOMY CETEBOMY NOAKIOUEHMIO — «CBOICTBa» (cMOTpH Pric.1.2).

Puc.1.2. U3meHeHMa napamMe TPOB CETEBOro ajanrepa

3. BblgenuTe KOMMOHEHT «IP Bepcum 4» 1 HaxxmuTe KHonKy «CBoiicTBa» (cmoTpu Puc.1.3).



MICRODRIVE

Puc.1.3. CBoiicTBa CETEBOrO MOAK/IOUYEHMS

4. BblbepeTe NoyyeHre HaCTPOEK aBTOMATUYECKM B 060MX MyHKTax, HaxkmuTe «OK» (cmoTpu Puc.1.4)

Puc.1.4. HacTpoiika nonyyeHnst napame TpoB IP aB ToOMaTU4eCKN

5. Mo agpecy 192.168.1.1 B 6pay3epe oTKpoeTcs hopma Bxoaa B WEB-nHTepdelic ycTpoiicTea. ECM Naposib He YCTAHOBNEH, HAXKMUTE
«BoWiTtn». Mpumep hopmMbl BBOAA Napons nokasaH Ha Puc.1.5.
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Puc.1.5. ABTOopu3auus
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MeHto — Ctatyc

2.1. 0630p

Cuctema

MMA xocTa
Mogene
NaTta/Bpema
BpemA paboThl

CpefHAA 3arpyska

MobunbHaa ceTb

MICRODRIVE
Tandem-4G5-0EM
18:58:23 16/83/28
2d 23h 4m 33s

6.60, 0.60, 0.68

IMEI 866758047227506
PeeuzunAa EC25EFARBEABEMAG
MAC BC:8C:24:AC:I5FBS
BEpCHA MPOWWBKK 17.6.11b

BepcuAa sapa 4.4.61

IMSI SIM-KapTel
PErMcTpauMA B CeTH
YpoBeHe CMrHana
TexHONOrMA AoCTyna
OnepaTop

OuanazoH

KaHan

Cratyc coefMHeHMA

Ne ' HasBaHue nons
Cucrema

1 | Wmsaxocta
2 Mogenb
3 | Oara/Bpems

4 Bpems pabotbl

5 | CpepHsis 3arpy3ka
6 | IMEI

7 | PeBusua
8 MAC
9 | Bepcus NpoLUMBKN

10 = Bepcusa agpa

Mob6unbHas ceTb
1  IMSI SIM-kapTbl

2 | Peructpauus B cetu

YpoBeHb curHana
TexHonorus gocryna
Onepartop
[nanasoH

[o2 &) RN~ V]

SIM1: 2581168182421372
REGISTERED, HOME

-31 pbm [/ 180%

FDD LTE

YOTA / PLMN=25811

LTE BAND 7

2850

MogxneHeH

LAC/TAC 176F
cID 988C18D
RSCP

EC/T0

RSRP -57 aBm
RSRQ -8 aE
SINR 15 g6

Monoca DL/UL 20 Mry / 28 Mry

Puc.2.1. MeHto CTaTyc — O630p

MpumMep 3HaueHus

MICRODRIVE
Tandem-4GL-OEM
16:30:45 17/04/17

10h 20m 30s

0.01,0.02,0.28
86114665610055

EC25EFAR02A09M4G
1C:88:79:50:1B:F5
17.4.6

4.4.61

250002211456923

REGISTERED, HOME

-63 gbM / 81%
FDD LTE

MTC / PLMN=25001
LTEBAND 7+7

Tabnumua 2.1. OnucaHve noneiti MeHto CTaTyc — 0630p

OnucaHune

CVMBOJILHOE IMS CETEBOTO YCTPOICTBA

HanmeHoBaHve Mofenn ycTpoiicTea

OTOo6paXkaeT TEKYLLYH BpeMs U AaTy B COOTBETCTBUM C
yCTaHOBNEHHbIM YaCOBbIM NOSICOM

Bpems paboTbl C MOMEHTa BK/IHOUeHUs. OBHyseTcs nocne
nepesarpysku

CpepfHss 3arpy3ka npoueccopa 3a 1, 5, 15 MuH

IMEI mozieMa (MexAyHapOoAHbIA MAEHTU(HMKATOP MOBU/IbHBIX
YCTPOIACTB)

PeBun3usa LTE mogyns

3aBogckoii MAC-agpec

Bepcus npoLumBkm

Bepcua agpa Linux

IMSI (MeXayHapoaHbI MAEHTUHNKATOP MOGWILHOTO aB0HEHTA).
Vcnonb3yetca ang MAeHTU(GMKaLMKM NONb30BaTeNSt MOBUIBLHO CeTH
Craryc perucrpaumm B CeTu oneparopa,

Bo3MOXHbIe 3HaYeHus:

NOT REGISTERED — He 3apeructpmpoBaH;

REGISTERED, HOME — 3apeructprpoBaH B AOMallHeN ceTu;
REGISTERED, ROAMING — 3apeructpupoBaH B CETU Apyroro
oneparopa;

REGISTRATION DENIED — B perucrpauuu oTkasaHo;

NOT REGISTERED, SEARCHING... — He 3apeructpmMpoBaH, Nomnck
HOBOrO oneparopa.

YpOBEHb CUrHa/Ia MOBUbHOI CEeTH

TexHOM0rMs Mo6WILHOM CETY

Mima Mo61bHOrO onepatopa 1 Kof oneparopa

YacTOTHbIV fMana3oH UM YacTOTHbIE AVMana3oHbl, ECNN
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MICRODRIVE

(o]

10
11
12
13

14
15
16

CeTb

Kanan
Cratyc coeiMHeEHUS
LAC/TAC

CID
RSCP
EC/IO
RSRP

RSRQ
SINR
Monoca DL/UL

Crartyc IPv4 WAN
Craryc IPV6 WAN

AKTUBHbIE
coeanHEHNS

3048
MoaknoueH
1712

0CF1168
-102 gbm
-6 ob

-108 obm

-6 0b

17 b
20 My / 20 Mry

He nogkntoueHo
He nopgkntoueHo

30/ 16384 (0%)

ApeHabl DHCP, ApeHabl DHCPV6

Mms xocTa (XocT)
IPv4-aapec (IPv6-
azipec)

MAC-agpec
OcrasLueecs BpemMA
apeHfpl

DUID

192.168.1.125

90:94:e4:03:f4:85
11h 19m 58s

0001000120754€10862

6649dfb3

UCMOMb3YETCHA PEXMM arperaumm
Koz pagnoyactoTHOro KaHasna

Craryc NoAK/MOYEHNS K UHTEPHETY N0 MOBW/ILHOM CETU

Kog nokauwm BC (LAC), Kog 30HbI oTcnexmBaHus (TAC) ans ceTei
LTE

WaeHTndrkatop coTbl (cextopa)

MOLLHOCTb MPUHATOTO curHana (Tonbko Ans 3G)

OTHOLWEHNe Hecywwas/wym (Tonbko ans 3G)

CpefiHee 3Ha4eHMe MOLLHOCTU MPUHATBIX MUIOTHBIX CUTHAI0B
(Tonbko ans LTE)

KauecTBO NPUHATBIX MUIOTHBIX CUTHAOB (TONBKO A5 LTE)

3HayeHue curHan/wym (Tonbko ans LTE)

Monoca nponyckaHua Ans BXoAsLero/mexoasiero Tpaguka (Tonbko
And LTE) ¢ yyeToM arperaLmm YacTOTHbIX AWana3oHOB

Cratyc noakntoueHuns nHTepHety (3oHa WAN) no IPv4

Cratyc nogkntoueHuns nHtepHety (3oHa WAN) no IPv6

Konnuectso TCP/UDP coenHEHWIA NOKasbHbIX CYXK6 C yAaneHHbIM
XOCTOM

IMeHa xoCTOB, KOTOPbLIM BblAeneH IP-agpec

Tekywmii IP-agpec BblAENEHHbIN XOCTY

MAC-afpec xocTa, KOoTopoMy BblaaH IP-agpec
Bpems o cneaytoLLeli CMeHbl AuHammyeckoro IP-agpeca xocTa

YHUKanbHbI naeHTudurkatop DHCPV6



MICRODRIVE PykoBo/cTBO no WEB-uHTepeiicy

2.2. WHTeppeiicbl

B meHio «Crtatyc - WHTepdeiicbl» 0TOGpaXaeTcs COCTOSIHUE aKTMBHbLIX MHTepdelicoB. C MOMOLLbH0 KHOMOK «COeAMHUTL» ©
«OCTaHOBWTb» MOXHO YNpPaBAsTb COCTOSHWEM WHTepdelica. WHTepdelic oTobpaxaeTcs, eciM OH BK/OYEH B COOTBETCTBYHOLLEM
pasgene «CeTb».

AKTUBHEIE UHTepdeicel

MHTepheic CraTyc CTaTucTHKa JledcTEMA
LAN Moaxmoden: 2h 29m 8s
. MAC: 1C:88:79:55:43BF RX: 1.98 MB (19123 nakeT.)
I . COEOMHUTL OCTAHOBHTL
g (Hw) IPva: 102.168.1.1/24 TX: 3.04 MB (18920 nakeT.) w
br-lan IPVE: fde8:e68e:8856::1/68
PwooeM Y rogcnoen:  oh 46m 175
. MAC: 2E:35:3C:84:8E: A0 RX: 768.47 KB (5298 naket.)
. COEMHUTH OCTAHOBUTH
= IPv4: 10.49.84.287/27 TX: 1.69 MB (5229 naket.) W
wwand IPVG:
PR rogcuoien:  oh 30m 435
MAC: 09:00:00:00:06:60 RX: 483.83 KB (3181 nakeTt.)
. COEOMHATH OCTAHOBHTH
IPv4: 172.17.1.42/32 TX: 1.86 MB (2995 naket.) w
12tpa IPV6:

Puc.2.2. CTaTyc - InTepdeiics

2.3. MexceTeBoi aKpaH

B meHio «CTatyc - MexceTeBoii akpaH» 0To6paXkatoTcs napaMeTpbl MEXCETEBOr0 aKpaHa. 34ech B BUAe TabnuLibl NpefcTaBieHbl
HacTpolikv (unbTpaLmm, NepeHanpasieHns NakeToB 1 Ap. MOXXHO COPOCUTL CHETUMKM MAKETOB U Tpadmka COOTBETCTBYIOLLEA KHOMKOM
N nepes3anycTuTb MEXCETEBOW 3KpaH. Pasgen coctouT M3 ABYX uacTeir: «MexceTeBoid akpaH IPv4» n «MexceTeBoi akpaH IPv6».
HacTpoiika MeXXceTeBOro akpaHa npoM3BoAUTCS B MeHI0 «CeTb — MexceTeBOW aKpaH».

CBEPOCHTb CHETHMKH NEPEZANYCTHUTh MEXCETEBOW 3KPAH

Tabnuua Filter

Ueno4ka INPUT (Momwtwka: ACCEPT, MakeTw: @, Tpaduk: ©.00 B)

Pkts  Tpaduk Uens MpoTokon B BHe NCTOUHUK HazHadeHue Onumm

16 3.36 KB ACCEPT all lo = 6.0.8.8/8 6.0.8.8/8 /&= w3 =/

2038 338.75 KB input_rule all * * 6.6.68.8/8 6.6.6.8/8 /% 1¥w3: user chain for input */

1668  235.18 KB ACCEPT all & £ 68.8.8.8/8 68.8.8.8/8 ctstate RELATED,ESTABLISHED /* !fu3 */
73 3.71 KB syn_tflood tcp * * 8.0.0.8/8 8.0.08.8/8 top Flags:@xl7/8x82 /* 1fu3 */

1267  99.41 KB zone_lan_input all br-lan = 6.0.8.8/8 0.8.8.8/8 /= w3 =/

3 256.82 B zone_wan_input all wwan@ * 8.8.8.8/8 8.8.8.8/8 f% Lfud #f

Lenoyka FORWARD (Monwtwuka: DROP, MakeTw: @, Tpaduk: ©.00 B)

Pkts  Tpaduk Uens MpoTokon B BHe WNCTOHHUK Ha3Ha4eHue OnLmK

2} 6.82 B forwarding_rule all = = 6.0.8.8/8 0.8.8.8/8 /% 'fw3: user chain for forwarding */
2] G.88 B ACCEPT all * = 6.8.8.8/8 6.8.8.8/8 ctstate RELATED,ESTABLISHED /% !fw3 */
e B8.8@ B zone_lan_forward all br-lan & 8.8.8.8/8 8.8.8.8/8 f% 1fud */

8 8.82 B zone_wan_forward all wWwand * 8.0.0.8/8 8.0.08.8/8 AT

2] 8.80 B reject all = = 6.0.8.8/8 6.0.8.8/8 [*= 1Fw3 =/

Llenoyka OUTPUT (MonuTuka: ACCEPT, MakeTw: @, Tpajuk: ©.08 B)

Puc.2.3. CTaTyc MeXceTeBoro akpaHa
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Ne | HassaHue TabaumLpbl
1  Filter

3 | NAT

4 Mangle

5 ' Raw

2.4. MapuwpyTbl

OnucaHue

PykoBogcTteo no WEB-uHTepdeiicy

Tabnuua 2.3. OnucaHve Tabauy, B CTaTyce MEXCEeTEBOI0 3KpaHa

MpeaHasHaueHa ans GuUabLTPaLIMM TpagmKa, TO eCTb Pa3pELLIEHNs 1 3aMpeLLEHUs NaKeToB 1

COEAVHEHNI

MpepgHa3HayeHa Ansa onepauuii stateful-npeo6pasoBaHns ceTeBLIX a4PECOB M MOPTOB

06pabaTtbiBaeMbIx MakeToB

JaHHas Tabnvua npefHas3HaueHa 418 onepawuin no Knaccugmkawumm n MapKMpoBKe NakeToB 1
COeIMHEHWIA, a TakxKe MOAMMMKaLMM 3ar0/TI0BKOB NakeTos (mons TTL u TOS)
MpeaHasHayeHa Ans BbINOMHEHNS AeiCTBUIA C nakeTaMu [0 UX 06paboTku cucTemoli conntrack

B MeHIo «CTatyc - MapLupyTbl» HAX0AMTCS Tabnmua MapLLpyTA3aLni.

AKTHUBHblE MapuwpyTbel IPv4

Uene

9.0.0.0/@
87.226.211.224/28
87.226.211.232

192.168.9.0/24

Wnwoz

87.226.211.232

MeTpuka HHTepdeiic Tabanua
2 wwan@ main
2 wwand main
2 wwand main
a br-lan main

IP-agpec
192.168.8.251
192.168.8.15
192.168.8.1
192.168.8.21

192.168.0.84

Ne | HasBaHwue Tabnumupl

1  AKTMBHbIE MapLUpyThl IPv4

2  ARP

3 AKTuBHble MapLupyTbl IPv6

4 ' CocepfHue IPv6

MAC-agpec

90:94:24:83:F4:85
ac:fl:df:8b:16:72
ed:8d:8c:86:9f:d9
50:3e:aa:55:a2:c2

e8:39:35ec:FA:9F

HrTepdeiic
br-lan
br-lan
br-lan
br-lan

br-lan

Puc.2.4. CTaTyc. MapLpyThl

OnucaHue

Tabnuua 2.4. Tabnuubl MapLipyTa

Tabmua MapLIpyT13aLmm no IPv4. ONuckIBaeT COOTBETCTBUE MEXAY aipecamu HasHaueHus 1
VHTEpdelicamu, Uepe3 KOTopble CieayeT OTNPaBUTb NaKeT AaHHBIX 0 CefyoLEero

mapLupyT13aTopa

ARP-Tabnuua otobpaxaeT IP 1 MAC NoAKMIO4eHHbIX K MapLLPYTU3aTOPy CETEBbIX YCTPOMCTB. A
TaKxKe VHTepdelic, Yepes KOTOPbIN YCTPOIACTBO AOCTYMHO

Tabnumua mapLpyTusaumm no IPv6. OnmcbiBaeT COOTBETCTBME MEXY aApecaMmn HasHaueHns 1
nHTEphelicaMu, Yepes KOTOpbIE CreayeT OTNPaBUTh NakeT AaHHbIX 40 CeAyioLero

mapLLpyTM3aTopa

Tabnumua cogepxut IPv6 n MAC-agpeca coceHWX (6anxanLLmx) MapLIpyTU3aTopoB
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2.5.  CUCTEMHbIV XXypHa

B MeHto «CTtatyc — CUCTEMHBbIN XXYpHaT» HaXOAUTCA CUCTEMHBIN XXYPHA B KOTOPbIN 3anMcbiBatOTCA BCE COObLITUSA, MPOMCXOAsLLME
B MapLipyTusatope. Hanpumep, B XXypHane MOXHO OTCNeAuTb, Kakne HacTpoiikv APN Mcnosib3yeT MHTepgeiic Npyu NOAKIYEHUN K
MOGUILHOMY MHTEPHETY. MNpumep CMCTEMHOTO XXypHana nokasaH Ha Puc.2.5.

CS5=detached, PLMN=25098, R

Hon Cct

SIM2, PS=detached,

dnsmasqg
dnsmasqg
dnsmasg

ROR R R R MR R

32/255.255.255.192, ipvé=/, mru=1500

Puc.2.5. 3anuck cO6bITUIN B CUCTEMHbINA XXypHa

2.6. [patukn

B MeHio «CTaTyc — padmku» B peaslbHOM BPEMEHU MOXHO NMOCMOTPETb Pas/IMUHY0 CTATUCTUKY B BUAe rpadmnkoB. Hanpumep,
rpauk Tpaduka yepes nHTepdericsl AOCTYNEH Ha BKagke «Tpapuk» (cMoTpu Puc. 2.6). B Tabnuue 2.6 pacnucaHbl BCe BO3MOXHbIE
BapuaHTbl OTOGpaxkeHUs rpadukoB. Ha BKnagke «3arpyska» OTOBpaxaeTcs 3arpy3ka cuctembl. Bo Bknagke «CoeauHEHUs» -
0TOGPAXKAOTCA UHTEPHET COEANHEHMS.

br-lan etha rad wWiiang
Lo P WS W NN N
{3 MMHYTHOE OKHO, 3 CEXYHAHHIA WHTEpEan)
Puc.2.6. I'padmkmn B peanbHOM BpeMeHu. Bknagka «Tpadimk»
Tabnuua 2.6. OnucaHne napame TPOB NOCTPOEHMS FpadrKoB B peasisHOM BpeMeHM

Ne | Ha3saHve BKnagKku OnwucaHune
1  3arpyska OT06paXaeT ypOBEHb 3arpy3Kn CUCTEMbI 38 MOCNEAHION MUHYTY, 5 MUH 1 15
2 | Tpaduk OT06paXaeT BXOAALLMIA N NCXOAALLMIA TPAMK AaHHbIX 33 MOCNeAHWE 5 MUHYT MO BCEM

nHTepdeicam. BoipaxaeTcs B Kout/c
3  CoefumHeHus OT06paXATCA CNYXObI 1 UX MOCNEAHNE MHTEPHET-3aNPOChI
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MICRODRIVE PykoBoAcTBO Mo WEB-uHTEpdeiicy
MeHto — Cuctema

3.1. Cuctema

B meHio «Cuctema — Cuctema» 0TOOpaKatoTCs OCHOBHbIE MapameTpbl BalEro YCTPOICTBa, TakMe Kak MMs XOcTa UM 4acoBOiA
nosic. Ha Bknagke «>XypHanMpoBaHue» MOXHO U3MEHWUTb HACTPOWKM BeAeHMs XXypHana. MprmMep HacTpoek nokasaH Ha Puc.3.1.

CBOWCTBA CUCTEMBI

0bume HacTpoAKKM XypHannposaHue

MecTHoe epemA 11:48:23 26/18/28 CHHXPOHU3HPOBATL C EPAYZEPOM

MmMA xocTa ‘MICRDDRIVE ‘

Hacoeod noAc ‘UTC El

Azbik ‘ auto El

CHHXpDHVIBaLI,MH BpeMeHu

Brnw4uTE NTP-gNHEeHT

BxknwuuTe NTP-cepeep

Cnucok NTP-cepeepoe ‘ 0.pool.ntp.org ‘pﬂ
‘1.pool.ntp.org ‘pﬂ
‘ 2.pool.ntp.org ‘pﬂ

‘ 3.pool.ntp.org

Puc.3.1. HacTpoiikv cucTemsl

3.2. YnpasneHue - [Maposnb

B meHto «Cuctema — YnpasneHue — [1aponb» MOXHO 334aTb (CMeHWUTb) Naposb AoCTyna K MapLupyTusaropy (cMoTtpu Puc. 3.2).
3T0T Nnaponb Takxke OyaeTt UCNoNbL30BaTbCs 419 foCTyna no SSH.

YyeTHaa 3anuck ‘root’

Napone ‘ LTS

MNoaTsepxaeHHe napona ‘---- | =

Puc.3.2. YcTaHoBKa naponsa mapLupyTusaTopa

3.3. YnpasneHue — SSH

B MeHto «Cnctema — YnpaBneHue — SSH» pacnofioXkeHbl HacTpoikn SSH-cepBepa, KOTOpbI NO3BO/ISIET NOAK/HOYATLCS K poyTepy
uepe3 KOHCOMb 1 nepefdasath (hainbl no npotokony SCP. MapameTpbl SSH-cepepa onucaHbl B Tabnuue 3.2. B pasgene SSH-koum
MOXHO [OMOSIHUTENbHO YKas3aTb OOGLUWIA 3aKpbITbid K4, ECnv ko4 He ykasaH, TO OyAeT MCnosib30BaThCs aBTOMATUYECKM
CreHepMpPOBaHHbIN K04, KOTOPLIV ByAeT 06HOBAATLCA NPU KaXA0M copoce nuTaHus. MprmMep HacTpoek nokasaH Ha Puc.3.3.

0bwaa KoHpUrypauua

BKNN4UTE

WHTepdeinc |J'Imﬁoﬁ El

MopT |22 |

AyTeHTHOHKEUMA C NOMOWsK NAponA

SSH knwun

Puc.3.3. HacTpoiiku SSH
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Tabnumua 3.2. OnucaHve napameTpoB SSH-cepeepa

Ha3BaHuve napametpa Onucaxve

Bkoumntb Bkntountb/OTKAI0UNTL SSH-cepBep

WHTepdeiic Bbi60p MHTEpGheiica, No KOTopoMy 6yaeT AocTyneH cepsep SSH, npu Bbi6ope
napameTpa «/1060ii» cepsep 6yeT AOCTYNEH Ha BCEX MHTepdelicax

Mopt TCP lMopt

AyTeHTU(MKaLMA C NOMOLLBIO Napons PaspeLumntb SSH-ayTeHTU{MKALMIO C MOMOLLLIO Naposis

3.4. YnpasneHune — SMS

B mMeHto «Crctema - YnpaBneHvne — SMS» HacTpamBaeTcsi ynpasfieHne poyTepom Yepes SMS coobLueHus. MpuHLMn ynpasneHus
3ak/KoYaeTcs B oTnpaBke SMS coo6LLeHNIA ¢ COOTBETCTBYHLLEN KOMaHAO0V Ha TeneoHHbI HoMep akTMBHO SIM KapTbl. ECin komaHga
BEPHAasA, POyTeP BbINOSHWT €e 1 0TNPaBUT OTBETHOE COOOLLEHME, @ B CUCTEMHOM XYypHasne 6yfeT caenaHa COOTBETCTBYIOLLAS 3aniChb.
[ns ayTeHTU(MKALMK COOBLLEHMIA, B HACTPOIiKax cneflyeT npeasapuTeNibHO 06aBUTb TeNetoHHbI HOMep OTNpaBuTeNs.

[ns pa6oTbl yHKLMK, CO CTOPOHbBI POYTEPA JOMKHbI 6bITh BbINO/HEHbI CIeAYHOLLME YCIOBUS:

BcTpoeHHbIi COTOBbI MOZieM poyTepa A0/KeH 6bITb 3apericTpUpoBaH B roflocoBoli CeTU onepartopa. HekoTopble onepaTopsl
MOTYT Ucnonb3oBatb ceTb 2G/3G B KA4YeCTBE r0/I0COBOI CeTU, B 3TOM CNyyae He criedyeT 3anpelatb paboty Mogema B 3TuX
ceTsx;

TapudHbIi NNaH [oMKEH NoAAEPXKMBATL FO/I0COBLIE BbI30BbI, & TAKXKE 0TNPaBKy SMS cO06LLEHWI;

MoNOXMTENbHBIN 6afaHC Ha MNLEBOM CYETE.

Mpumep HacTpoek nokasaH Ha Puc 3.3. MapameTtpbl SMS ynpaBneHns onncaxbl B Tabnuue 3.3

0bwaa kKoHpUrypauma

BIJIHHMTE

CnMcok TenedoHHLX HOMepoB | +79121122345 =

+79121122346 il

Puc.3.4. HacTpoiikun SMS ynpaBneHus

Tabnumua 3.3. OnucaHve napameTpoB (yHKUMK SMS ynpasneHus

HassaHune napametpa Onucaxve

Bkoumntb BkntoumTb/OTKAOUNTL YNpaBneHue Yepe3 SMS

Cnuncok Tenef)oHHbIX HOMepOB CnncoK J0BEPEHHBIX Tee(hOHHbIX HOMEPOB B MEXAYHapoAHOM (opmaTe
CHTXXXXXXXXXX

3.5.1 SMS komaHAbl

061w KiA thopmat KomaHa,:
<UMSI KOMaHfbl> [<aprymeHTbi>]

Nma komaHbl 1M apryMeHTbl HE AO0/MKHbI COAEPXaThb 3arnaBHbIX OykB. KoMaHAbl U aprymeHTbl pasgenstorcs npobenamu.
CnmncoK AOCTYMHbIX KOMaHZ npueeseH B Tabnuue 3.4.
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MICRODRIVE

3anpoc (komaHga)

info

modem status

modem info

modem slot [<num>]

iface <name>

Mpumep:
iface modem
iface 12tp

Mpumep otBeTa

Host=""MICRODRIVE”’
Mode l="Tandem-4GL-0EM”
Ver=17.8.14
UpTime=0day, 13:21
Mem=27/122 MB
Load=0.02 0.14 0.09

SIM1=REGISTERED, HOME
PLMN=25020 Tele2
Cid=901B4503

Lac=D510

Band=LTE BAND 3
Rssi1=-59/89%

Rsrp=87

Rsrq=-13

Sinr=16
ConnectlPv4=10.70.15.3

TYPE=EC25

Revision=EC25EUGAARO6A03M4

IMEI1=865544003366702
SIM=1/1
IMS1=250207792022203
“ROSTELECOM™

modem slot 1

OK

modem=up

Uptime=0 day, 14:30
1Pv4=100.71.160.50/29
MAC=Fa:fe:1le:c0:11:2d
MTU=1500

Tx=3.10 MB

Rx=4.04 MB

13

Tabnmua 3.4. OnuncaHne KOMaHzg

OnwucaHwne

3anpocKTh COCTOSIHUE U OCHOBHYHO MHOPMALMIO O
cucTeme.

Host — Imsi cuctemsl;

Model — Mogenb poyTepa;

Ver —Bepcua N0;

UpTime — Bpems paboTbl C MOMEHTa Mepe3arpy3ku;

Mem — O6bem 3aHATON namsTn RAM/Bcero namsatv RAM;
Load - CpegHss 3arpy3ka CUCTEMbI.

3anpocuTb COCTOSIHUE MOAKIHUEHUSA K MOOWILHOW CETU.

SIM1/2 - Craryc peructpauum B ceTu 1 Tekyas SIM
KapTa;

PLMN — aeHTU(mKaTOp 1 MMs onepaTopa;

Cid - VaeHTndurkatop coTbl (CEKTOPA);

Lac — Kog, nokasbHOoi 30HbI (B 3G) UK KOZ, 30HbI
otcnexusanns (8 LTE);

Band — Tekywuuii 4aCTOTHbI AnanasoH;

Rssi — YpoBeHb curHana B AbM v NpoLieHTax;

Rsrp — MowwHoCTb NUMIOTHLIX CUrHaN0B B AbM (B LTE);
Rsrq - KauecTBo NnnoTHbIX curHanos B Ab (B LTE);
Sinr — OTHoweHwue curHa/wym B ab (B LTE);

Rscp — MoLHoCTb NpUHATOro curHana B abm (8 3G);
Ecio - OTHowleHue Hecywas/wym b (B 3G);
ConnectlIPv4 - IP agpec BblAaHHbI onepatopom npu
MOAK/HOYEHU, ECNV NOAKNIOYEHVE OTCYTCTBYET
BbIBOAMTCA disconnect.

Ecnu BCTPOEHHbI MOAEM NOAAEPXKMBAET arperaLuio
4acToT, TO OTNPaB/IAOTCA MAPaMETPbI TO/LKO ANs
OCHOBHOI4 COTbI

3anpocutb MHhopMauuto 06 LTE mogeme (mogyne).

TYPE — Tvin LTE mogyns;

Revision - Bepcus MO LTE moayns;

IMEI — MeXxayHapoHbIii YyHUKabHbIA MAEHTU(MKATOP
LTE moayns;

SIM - Tekywas SIM kapTa/Konunyectso SIM Kapr;

IMS1 — MexayHapoaHbIi MAEHTUDNKATOP MOBUILHOTO
aboHeHTa 1 Mms npoBaiigepa.

Boibpatb SIM  kapTy. <num> — He 0653aTeNbHbll
napamveTp — Homep SIM kapTbl (1 unu 2). Ecnu aprymeHT
<nuUM> He yKasaH, poyTep repekaountca Ha apyryto SIM
Kapty

3anpocuThb cTatyc nHTepdeiica.
<name> — nMs MHTepdelica.

MepBas cTpoyka - Vmsa u cTatyc nHtepderica,
BO3MOXXHbI 3Ha4eHus up, down, connecting;

Uptime — Bpems paboThbl MHTEPGENCA C MOMEHTA
MOAK/OYEHNS;

MAC — ®u3mnyeckuii agpec HTepgeica;

MTU — Paamep MTU unHTEpdEiC];

Tx — O6bEM OTMPABAEHHOTO TPatMKa YepPe3 MHTEPHEC;
Rx — O6beM MPUHATOrO Tpagvka Yepes UHTEPMEC.



MICRODRIVE PykoBo/cTBO no WEB-uHTepeiicy

iface <name> up iface modem up 3anyctuTtb/Mepe3anycTuTb HTEPQEIAC.
<name> — UMs UHTepgeiica
OK
iface <name> down iface 12tp down OCTaHOBUTbL MHTepdelic.
<name> — UMs uHTepdeiica
OK
iface <name> enable iface 12tp enable BKOuMTb  aBTO3amnyck WHTepdelica nocne  cépoca
nUTaHWS.
OK <name> — UMsi UHTEpGelica
iface <name> disable  iface lan disable OTK/MlouUTL ~ aBTO3aMycK WHTepdelica nocne c6poca
nUTaHWS.
OK <name> — uMs UHTepdelica
wifi on wifi on Bkntountb WiFi cetb
OK
wifi off wifi off Otknrountb WiFi ceTb
OK
reboot reboot Mepesarpysutb poytep
OK

3.5. PesepsHada konua/npoLumeka

B meHto «Crctema — Pe3epBHas KONMa/MpoLUKBKa» MOXHO BbIMOMHWUTL COPOC HACTPOEK YCTPOCTBA Ha 3aBOACKME 3HAYEHNS,
COXpaHUTb U MOTOM 3arpy3uTb Pe3epPBHYH KOMUIO (haiioB KOH(UrypaLmm, a Takke 06HOBWTL MPOLUMBKY YCTPOICTBA.

PEBEDBHOE KONMUpoBaHWe / BoccTaHoBneHwe

3arpysuTe pPe3epBHYK KOMMK | CO3JATb APXHEB

(6PDCMTI:| Ha 3Ha4YeHWA No YMONYaHWK BbINONHATL CEPOC
|

BoccTaHoeuTs peaeperyw konuio | Beibepute dain | @ain He eeibpan 3ATPY3UTb APXMB...

YcTaHOBUTL HOBHIK 06pa3 npouwvBKW

OBpas Buibepute daiin | ®ain He suifipaH YCTAHOBMTh...

Puc.3.4. PesepsHas Konus/npoLuveKa

3.6. [lepe3arpyska

B meH1o «Cnctema — Mepesarpyska» MOXHO BbINMOAHUTL nepe3arpy3ky OC cucTeMbl YCTPOICTBa. Bpems nepesarpy3ku cocTaBisiet
30..60 cek.



MICRODRIVE PykoBo/cTBO no WEB-uHTepeiicy

MeHto — CepBuchbl

4.1. AT/USSD/SMS/Mownck — AT-komaHAap!

B meHt0 «CepBucbl - AT/USSD/SMS/Monck — AT-KOMaHZbl» MOXHO 0oTnpasnsate AT-komaHab! LTE-moaynto. Mpumep oTnpasku
AT-kOMaHAbl MOAY/0 NokasaH Ha Puc.4.1.

OTnpaeuTb AT-KomaHay

3anpoc | ATI

OTNPABHTEL

OTeBeT

Quectel
EC25
Revision: EC25EFARB2ABIM4G

OK

Puc.4.1. OTnpaska AT-KOMaH[,

BHumanme!!! OTnpaBka HeKOTOPbIX AT-KOMaH/ MOXET MPMBECTU K HEKOPPEKTHO pa6oTe poyTepa.
Mcnonb3oBaTtb C OCTOPOXKHOCTLHO!

4.2. AT/USSD/SMS/Mownck — Otnpasutb USSD

B meHio «CepBucbl - AT/USSD/SMS/Mowvck — OtnpaButb USSD» MOXHO oTnpaensate USSD-3anpockl COTOBOMY OMepaTtopy,
Hanpumep 415 NpoBepky 6anaHca nnv NonyvyeHns Apyrov MHhopmauu.

Mpumep otnpasky USSD-3anpocoB nokasaH Ha Puc.4.2. Cnucok USSD-3anpocoB Ballero oneparopa YTOuHsiTe Ha caiTe
oneparopa.

N5 0TNPaBKy 3anpocoB TPeByeTcs, UTo 6bl YCTPOMCTBO 6bIN0 32PErUCTPUPOBAHO B rONI0COBOM CETH.

OTnpaeuTe USSD coobueHue

3anpoc | *104#

OTNPABHTb

OteeT Bawa sanexa npuHATa. OxujadTe oTEETa no SMS,

Puc.4.2. OTnpaska USSD-3anpocos
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MICRODRIVE PykoBo/cTBO no WEB-uHTepeiicy

4.3. AT/USSD/SMS/Mowuck — OTnpaButb SMS

B meHto «CepBucbl — AT/USSD/SMS/Mounck - OTnpaBuTb SMS» Ha 370l BKNafKe MOXHO OTNpaBnsTs SMS coo6LieHMs Ha
MeXayHapoHbIe 1 MECTHbIE MOBWTbHbIE HOMepa. Mpumep oTnpaBku SMS coobLyeHuns npreeaeH Ha Puc.4.3.

[ns otnpaBku coobLeHunii TpebyeTcs, 4To Bbl YCTPOWCTBO 6bIO 3apErMcTPUMPOBAHO B FOMIOCOBOM CETU, a Ha /INLEBOM cuyeTe
[O/DKEH NOMOXMNTEbHbBIN GanaHc.

OTnpaeuTb SM5 coobumeHune

Tenegon | 89024396825

Coofuenne | Tocrosoe coobuerne!

OTNPABWUTE

Puc.4.3. OTnpaska SMS

4.4, AT/USSD/SMS/Mowunck —Yutatb SMS

B meHo «CepBucbl — AT/USSD/SMS/Mouck - Yutate SMS» BbIBOAMTCS CIMCOK BXOAAWMX SMS coobLyeHuid, nonyyeHHble LTE-
mMozaynem. MNpumep Ha Puc.4.4.

Bxopnauue SMS coobueHun

Jlata/Bpema OTNpaBuTENL TekcT coobueHna

19:22:40
@1.11.18 Rostelecom npasku MMS.
GMT+83: 68

Puc.4.4. Bxogawume SMS coobLyeHus

Bxopsiwye coobLLeHns COXPaHATCA BO BHyTPeHHe namatu LTE-moayns. Bo nsbexkaHue nepenonHeHvs namsru, 6onee «crapbiex»
coo6LleHMs aBTOMaTUYeCKM yaansaoTcs. KHonka «O6HOBWTL» NpefHasHavyeHa A5 OOHOB/EHWUA CrlMcKa COO6LiEHWIA. KHOMKo
«Y[annTb BCe» MOXHO yaannTb Bce SMS co06LLeHMs M3 BHyTpeHHel namsatn LTE-moayns. B BepxHeM 1eBOM yry napameTp «MamsTb»
MoKa3blBaeT CBOOOLHYIO NaMATh, JOCTYMHYIO NamsTb U TUN NamaTh 4is SMS coobLyeHnii. 3HaveHne «ME» ykasblBaeTcs Ha To, 4To SMS
C000LLUEHNA ByaYyT COXPaHATLCA/UNTATLCS C BHYTPEHHe namaTu LTE-moayna.

4.5. AT/USSD/SMS/Mowuck — Mowuck ceten

B meHi «CepBucbl — AT/USSD/SMS/Monck - TOWCK ceTeli» MOXHO BbINOMHWUTL MOWCK [AOCTYMHbIX MOGW/bHBIX CeTeit
(onepatopos) MNpumep pesynbTara novcka Ha Puc.4.5.

MobuncHele ceTu

CKAHWPOBATH

Hma PLMN TexHonoruu foctyna Cratyc

MTS RUS 25861 2G,3G,LTE Roaming BufpaTe W COXpaHuTe AnA: | SIM4 sz
YOTA 25811 LTE Home, Current netuwork BuiipaTe W COXpaHWTbL ANA: | SIM1 SiM2
Tele2 25820 2G,3G6,LTE Roaming BuibpaTe M COXpaHWTE ANA: | SIM1 siMz2
Beeline 25899 2G,3G,LTE Roaming BufpaTe M COXPaHUTE ANA: | SIM4 sz

Puc.4.5. NMowuck ceTeli (BapuaHT ¢ 2 SIM cnoTamu)

MoncK MOBUBHbBIX CETEN MHULMMPYETCS MPY HaXKaTuM KHOMKK «CKaHnpoBaTtb». VIHTepdelic «modem» AomkeH ObiTb OCTaHOBNEH
WNW BbIKNKOYEH. Bpems ckaHnpoBaHus He 6onee 60 cekyHz,. Ha pe3ynbTar CKaHMpPOBaHWS BAUSIOT BblOpaHHbIe YacTOTHbIE AManasoHbl,
HO He TexHonormn foctyna. TakuMm 06pa3oM, MOXHO BbINOMHWUTL MOUCK CeTel B HEOOXOAMMOM AnanasoHe. llocne ckaHMpoBaHWA
OyfeT BbiBefeHa Tabnuua ¢ HaliAeHHbIMW MOGWIbHBIMU CETSMU. B KOMOHKe «MMs» BbIBOAMTCS MMS MOOW/ILHOTO onepatopa, B
KonoHke PLMN — yHuKanbHbIA MAEHTU(MKATOp onepatopa, B KOMOHKe «TexXHOMorMn OoCTyna» - TEXHOMOrUW, NoAAepXuBaemble
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ornepatopoM, B KONOHKe «CraTyc» - COCTOSIHWE CeTU U Bbl6paHHasa CeTb, B MOC/MeAHel KOMOHKe — KHOMKW NS py4HOro Bblbopa
MOGW/LHO ceTn Ansa kaxaoro SIM-npotuns. Vicnonb3yiite py4yHoOi BbIGOP CeTv TONbKO KOrga 3To AeicTBUTENbHO Heobxoaumo. Mpu
HaXkaTUM Ha KHOMKY, YCTPOWCTBO MOMbITAETCA NMOAK/MOUNTLCS K CEeTH, a 3HaueHne PLMN coxpaHWTCA B COOTBETCTBYIOLLEM NapamMeTpe
«CeTb - Modem - SIM npodmnb - PLMN». [1n5 BO3BpaTa B aBTOMATUYECKMNIA PEXMM 0UUCTUTE 3TOT napameTp.
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MICRODRIVE PykoBoAcTBO Mo WEB-uHTEpdeiicy
MeHto — CeTb

5.1. Wi-Fi

B 3TOM pasfene BbINOHSETCA HACTPOiika 6ecnpoBOAHON ceTn. MOXHO 3afeicTBoBaTh M60 oTkNUMTL Wi-Fi cOOTBETCTBYIOLLEI
KHOMKOW. [insi Tekyuwieit cetn Wi-Fi 0To6paxkatoTcsi OCHOBHbIEe MapameTpbl (CMOTpu Puc. 5.1.), HKe HaxoamTcs CIMCOK NOAKYEHHbIX
KnneHToB no Wi-Fi i3aMeHuTb napameTpbl CeTv, BKIHOUUTL UK OTKNUNTL Wi-Fi MOXHO, HaXKaB Ha KHOMKY «PejakTMpoBaTb.

BECHDDBOQHBH ceTe

@ Imanason: 2.4G | Kawan: 18 | CkopocTs: 72.8 MBuT/c

CeTh CTaTHCTHKA NeicTene
SSID: Tandem-43BF .

rae 4l  BSSID: 1c:88:79:55:43 b ?i: g: gg ;ZE::% PENAKTUPOBATH
JaumTa: WPAZPSK : :

NoaknYeHHBe KNWEeHTH
RS5I MAC-agpec Xoct IP-agpec CeTb CTaTucTHka

Hem nodkmioderHen KaueHmod

Puc.5.1. 0630p Wi-Fi

HaxaB Ha KHOMKy «PefakTupoBaTb», Bbl Nepeifere B MEHIO HaCTPOEK NapameTpoB 6ecnpoBOAHON ceTw. MpyuMmep HacTpoek
nokasaH Ha Puc. 5.2.

KOHUTypauuA yCTpoHCTBa

OCHOEHBIE HACTPOWKKM — PaCWMPEeHHLIE H3CTPOMKM

Pexum ‘ 802.11bgn El
Kauan ‘ CH10 El
UMpKHa KaHana ‘ZDMI'u, El

Pexum WHM

WBOHHDOEGHHHE KNHEHTHI

© BnoxvposaTe TpadWK MeXmy KNMeHTaMM

KoHpurypauua uHTepdeiica

OCHOEBHbIE HACTpoWkM  MAC dmneTp

BK/WH4MTL CeTb

WMA BecnpoeofHoi ceTu (SSID) ‘Tandem—thS—DEM

CxpuTe SSID

JawmTa ‘ WPA2-PSK

B

lindpposanne ‘AES El
|

|

=)
=

Kni4  esssssss

MNepron 0OHOBNEHMA KNHHE ‘D

© nNepuog obHoBneHWA TpynnoBoro kmwya (cexyHgu). AnanasoH 1-3688. 3uzuenue 8 - ofHoBneHue
OTKARYEHD

Puc.5.2. KoHdmrypauuys Wi-Fi

18



MICRODRIVE

Ne

Mapametp

Tabnuua 5.1. KoHurypaums Wi-Fi

OnwucaHne

KoHturypaums yctpolictBa. OCHOBHbIE HAaCTPOIAKM

1

3
4
5

Pexum

KaHan

LnpnHa kaHana
Pexxum WMM
30/11MpoBaHHbIe KNNEHTHI

802.11b — YctapeBLwwuii ctaHaapT. CkopocTb Ao 11 Méut/c;

802.11g — bonee coBpeMeHHsIVi cTaHaapT 802.11b. CkopocTts Ao 54 Méut/c. CoBMeCTUM

¢ 802.11b;

802.11bg — Pexkum coBMecTMMOCTM B cTaHAapTax 802.11b 1 802.11g;

802.11gn — CambIi1 NoNyAspHbIA cTaHAapT. CkopocTb A0 150 M6uTt/c. COBMECTUMOCTb C

802.11a/b/g;

802.11bgn — Pexxum COBMECTUMOCTY CO BCeMU CTaHAapTamu b/g/n.
YacToTHbI kaHan paboTbl 6eCNPOBOAHON CETU. B pexxnme «ABTO» poyTep BbibupaeTt
HauMeHee 3arpy>eHHbIN KaHan
lMo3BosisieT ynpassTh LWMPKUHO NOMOCHI NPOMNYCKaHUA f/15 Nepefayv faHHbIX.
Bk/roueHne pexxnuma faet npuopuTeT B Nepegaye Naketos MynbTUMEANAHBIX JaHHbIX
Pa3pelumntb/BnokmMpoBatb Tpaguk mexxay knveHtamm Wi-Fi cetn

KoHthurypaums ycTpoiicTea. PaclumpeHHbIe HacTPOIKM

1
2
3

10

11

12

13

14

15

16

17

18
19

JoCTynHble KaHasbl
MoLLHOCTb Nepeaarymka
Bbi6path b/g 3awmty
WHTepBan maska (Beacon)
WHTtepsan DTIM

lMopor dparmeHTaLmn
Mopor RTS

KopoTkas npeambyna

BkrounTtk Short slot
HenpepbiBHaa nepegava (TX
Burst)

Mopaepxka IEEE 802.11H

Pexxum coBmectmmocT

WHTepsan Gl

Mcnonb3oBaHne RDG
npoTokKona

Arperaupns MSDU (A-MSDU)
Bkntountb Auto Block ACK

MpuHMMmartk 3anpockl BA

3anper wugposaHus TKIP
KoguposaHue LDPC

CnMCOoK JOCTYMHbIX A5 Bbi6Opa YaCTOTHbIX KaHa0B

Hactpoiika mowHocTv nepegarunka Wi-Fi

Bbi6op pexuma no3sonsaet nogkmoyarses k Wi-Fi ctapbiv ycTpoiicTBam paboTaroLymMm no
craHgaptam 802.11b nnn 802.11g

lMakeTbl, paccbinaemble TOUKORN A0CTYNa, A/18 CUHXPOHU3aLM 6eCcnpoBOAHON ceTu. o
YMO/IYaHMI0 YCTaHOBEHO 3HaYeHne 100 (pekomeHayeTcs)

VIHTepBan OTnpaBKM YBELOM/IEHWI O fOCTaBKeE Tpadvika

lMakeTbl 60/bLLE 334aHHO0 3HAYEHNS ByAyT hparMeHTPOBaTLCA

Bpems 0xxmaaHus TOUKOiA focTyna nepes, OTNPaBKOV KIMEHTY co0bLLeHMs RTS (3anpoc Ha
nepecoIiKy)

Onpegenset gvHy 6noka CRC (LMKNMYECKas KOHTPO/bHas cyMMa). KopoTtkas npeambyna
YBE/IMYUT NPOMYCKHYH CNOCOBHOCTb CeTW, OAHAKO HEKOTOPbIE KIIMEHTbI MOTYT He
NoAAepXvBathb JaHHbIA PEXUM

Bk/roueHne napameTpa yMeHbLUAET BPEMS OXMWAAHWA MOCNe KON3WUK 15 NOBTOPHOW
nepegayn (paboTaeT ToMbKO B cTaHaapTe 802.119)

Otpaasatb NPUOPUTET UCXOAALLEMY TPadUKY

Mopnepxka ctaHaapTa |EEE 802.11H, ucnonb3yemoro ans AUHaMUYECKOrO CHUXKEHWS
n3nyyaemoii mottHocty Wi-Fi
CmelLaHHbIn pexxnm 802.11bgn — pexknm noaaep Xkn Bcex CTaHAAPTOB;
UncTblid pexxum 802.11n — pexxum paboThbl ¢ NOAAEPXKKOIN TO/IbKO COBPEMEHHOTO
craHgapra 802.11n.
lMycToV NPOMEeXyTOK BPEMEHM MeXy Noc/efoBaTelbHO NepefaBaeMbIMu MO
6ecnpoBOAHON CETV CMMBOIAMU. [I/IMHHBI MHTEPBaT UCMOJb3YETCH A1 CHUKEHWS YPOBHS
OLINBOK, OHAKO CHVXAET CKOPOCTb Nepegayn
BkntoueHne nogaepkm npotokona Reverse Direction Grant ([onyck o6paTHoii nepeaayn)

Bk/1toueHne pexunma 06beanHeHns thpeiiMoB B 0AMH 60/1bLLIOI Kaap, paboTaeT B cTaHAapTe
802.11n

Bk/itoueHne aBTomMaTnyeckoi 6/10KMpoBKyY 3anpoca (hpeiiva NoATBeEPXXAEHUS NOTyHYeHNS
MakeToB

BkntoueHune pexxuma Block acknowledgement — nogTeepxaeHns 610ka, Npy KOTOPOM
1CMOoNb3yeTca O4HO NOATBEPXKAEHME NPYeMa /151 COCTaBHbIX KafpoB
BkntoueHne/OTKAOYEeHME 3anpeTa Ha WugpoBaHue no ctaHaapty TKIP

LDPC - KogypoBaHue ¢ Masioli N10THOCTLI0 MPOBEPOK Ha YETHOCTb

KoHdurypaums nHtepdelica. OCHOBHbIE HACTPOKM

1

Bkntounthk ceTb

Vims 6ecnpoBoAHO ceTu
(SSID)
CkpbITb SSID

BkntoueHne/OTkntoueHve Wi-Fi cetu
OTobpaxxaeMoe nvs 6ecnpoBOAHON ceTn

CKpbITE MMEHWN 6ECNPOBOAHOI CETU U3 BELLLAHUSA, UCMO/b3YETCA A1 6/10KUPOBKU
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4

5

6
7

AyTEHTU(MKALMA

LndposaHue

Kntou

Mepvios 06HOBNEHUS K/HOYa

NOAKMHOYEHNA HOBbIX abOHEHTOB K ceTn

Open — oTKpbITas ceTb 6e3 3anpoca napons (He PEKOMEHAYETCH);

WPA-PSK — wundpoBaHue cetu no craHgapty WPA-PSK;

WPA2-PSK — wnhpoBaHue cetn no coBpeMeHHoMy ctaHaapty WPA2-PSK
(pekomeHpyetcs);

WPA/WPA2-PSK (CmeLLaHHbIA) — pexxuM LundpoBaHus ¢ noaaepxkoin WPA-PSK n WPA2-
PSK.

TKIP — nonakeTHOe LndpoBaHue ¢ NPOBEPKOWA LieIOCTHOCTU COOBLLEHNIA CO CKOPOCTbIO
nepefayn gaHHbIx o 54 Méut/c (He pekomeHayeTcs);

AES — coBpeMeHHbIVi anropntm LwndposaHus ans crtaHgapta WPA/WPA2
(pekomeHpyertcs).

Maponb Bawweii cetn Wi-Fi, He MeHee 8 cMMBO/IOB
Mepurog 06HOBIEHUA TPYNNOBOro Ktoya (cekyHabl). Anana3oH 1-3600. 3HaueHue 0 —
06HOB/IEHVE OTK/IIO4YEHO

KoHdmrypaums nHtepderica. MAC omnbTp

1

2

®unbTp MAC-agpeca

Cnncok MAC

OTKNUNTL — nnbTP MAC-aapecoB OTK/IHOUEH;

Pa3peLumnTb TONbKO NEPeYnCIeHHbIE — pa3peLlnTb noaktoyarses K WiFi cetn Tonbko
knveHTam ¢ MAC-agpecam nepeuncieHHbIMN B napametpe «Cnnucok MAC»;
Pa3peLumnTb BCe, KPOMe NepeynceHHbIX — paspeLunTts nogknodarbes K WiFi cetv scem
KnveHTam Kpome KimeHToB ¢ MAC-agpecam nepeyncieHHsIMU B napametpe «Crnmcok
MAC».

Cnucok MAC-afpecoB KIMEHTOB
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MICRODRIVE PykoBo/cTBO no WEB-uHTepeiicy

5.2. MODEM

Pasgen B MeHio «CeTb -~ MODEM» npegHasHaueH A8 HacTPOlikM nHTepdeiica Mo6bubHON ceTu. HacTpolikv pasfeneHbl Ha ABe
yacTu: obwas kKoHgurypauus n SIM npogwnn. B obuieii KOH(pUrypauum nHTepderica MOXHO BKIHOUMTH/OTKIIOUUTL MHTEpeIic,
BbIOpaTb PEXMM LW03a, 3a4aTtb MeTpuKy, DNS cepBepbl 1 BblbpaTh 30HY MEXCETEBOro 3kpaHa. B okHe SIM npodman Haxogatcs
VHAMBMAYaNbHbIE HACTPONKMN ANs KadKAoi SIM-KapTbl (ecin yCTPOWCTBO nofaepxuBaeT 6onee ogHoli SIM-kapTsl). Bonee nogpo6Hoe
onvcaHWe HacTpoek cMoTpute B Tabnuue 5.2 n 5.3. CTaTyc NOAK/IIOYEHWUS MOXHO MNPOKOHTPONMPOBaTb B MeHK «Craryc -
WHTepdeiicbl» nnm «Ctatyc - O630p» B OKHaxX «MobBu/bHas ceTb» 1 «CeTb».

0bwaa kKoHOUrypauua

OCHOBHBIE HACTPOMKM PacumMpeHHsie HACTPOMKH HacTpoikn MemceTesoro sKpaHa

BRNHHHTE
MpoTtokon | QMI B
rnaeHas SIM | SIM1 B

¥npasneHue SIM NEPEKNK4YUTE SIM

SIM npoduns

SIML SIM2

ABTO APN

PLMN | 3eTO
TexHONOrMA AocTyna | ABTO B

LuanasoH WCDMA 858 WCDMA 988 WCDMA 1388 WCDMA 21088
LTE B1 LTE B3 LTE BS
LTE 87 LTE B8 LTE B22
LTE 828 LTE B38 LTE B32
LTE B48 LTE B4l

AT-koMmaHna

KoHTpons | OTKAKUYWTE B
MuHr |10

Munr Taimayt | 30

HocT 1 B
KocT 2 B

Bpema pafGotw |0

@ OrpaHuyeHWe BpeMeHd paBoTe SIM (MMHYyTw). Ouanasod (@-28@808). 3HavyeHue @ - OTKINYEHD

Puc.5.2. OcHoBHble HacTpolikn UHTepdeiica «MODEM» (BapuaHT ¢ 2 SIM cnoTamu)
Tabnumua 5.2. 06Las KoHpurypaums

Ne | Mapametp Onucaxve Mogenn
OCHOBHble HaCTPOIKuM
1  Bkaountb BkntounTb/OTKNOUNTL MHTEPdElic «KMODEM». EC/in rasioyka ycTaHOB/EHA, TO

uHTEpelic ByaeT NbITaThes 3anyCTUTL COEAMHEHME CPa3y Moc/le 3arpy3ku
OonepawyoHHOl CCTEMbI poyTepa

2 Tpotokon Mpotokon ¢ LTE-mogynem. 11 MO6UILHOTO MHTEPHETA UCMO/b3yeTes

npotokon QMI
3 | TnaHas SIM 3apaetcsi SIM-C/OT Nocne 3arpy3Ku onepawyoHHO CUCTEMbI 2SIM
4 YnpasneHwue SIM OnepaTtrBHOE Nepek/ItoyeHne Ha apyroi SIM-cnot 2SIM

PaclumpeHHble HaCTpOVIKI/I

1  Wcnonb3oBsars LW03 MO Ecnu ycTaHOBNEHa ranoyka, To B TabuLy MapLupytusasuv 6yaet gobasneH
YMO/TYaHUIO MapLUpPYT «M0 YMO4YaHMI0» Yepe3 3TOT MHTEPdEIC
2 | lcnonb3oBath METPUKY LWT03a  3afaeT METPYKY MapLUpyTOB Yepes 3TOT UHTepdeiic. BBog onpeaeneHHo
METPUKIN MOXET ObITb N0NE3EH MPU NCMO/b30BaHNN HeCKONbKuX WAN-
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nHTepeiico. MeTpuka onpeaenseT NPUopuTET OANHAKOBLIX MapLLpyTOB
3 Mcnonb3oBath BblgaHHbIN DNS  Ec/iv ycTaHOBAEHA rajioyka, To 6yayT ucnonb3oBatbes DNS cepBepa,
BblaHHbIE OMEPATOPOM MOGW/LHO ceTun. [ns pyyHoro Beoga DNS-aapecos,
CHUMUTE rasioyKy
4 | cnonb3oBaTb COOGCTBEHHbIN 3apaetca IP agpec DNS cepsepoB
DNS-cepsep
HacTpoiiku MexkceTeBOro akpaHa

1 | Cozpatb/Ha3HAuUTb 30HY YKaXXuTe 30HY, K KOTOPOIA Bbl XOTUTE MPUKPENUTL 3TOT UHTepdelic. [Ans
CETEBOTO 3KpaHa [OCTYyMa B MIHTEPHET [0/KHA CTOSATH 30HA «Wwan»

Tabnuua 5.3. SIM npodunb

Ne | MMapametp OnucaHve Mopgenun
SIM1/SIM2
1  Ast0APN Ecnn yctaHoBNEHa rasioyka, T0 poyTep aBTomaTuyecku onpesenser

HacTpoiiku (APN, ©Ms nonb3oBaresb, Naposib, METOA ayTeHTU(hMKaLMK) 13
BHYTPEHHel 6a3bl AaHHbIX. ABTOMATUYECKOE ONPEAENEHNE paboTaeT TO/bKO
[Ans POCCUIACKMX COTOBbIX ONepaTopoB. [115 NCM0o/b30BaHWs CneLmguyeckmnx
YCNYr BPOAE «BblAENEHHbIN IP», TpebyeTca Bpy4HyH 3aAaBaTth 3TV HACTPOMKM
2 APN ms Toukm goctyna onepatopa cBa3u. Hanpumep: internet.mts.ru
3 | Wmsa nonb3osarens PAP/CHAP  Vms nonb3oBatensi No NPOTOKO/Y ayTeHTUMKaLmm. MoXeT 6bITb NyCTbIM
[Ans 60NbLIMHCTBA OMEPATOPOB

4 Naponb PAP/CHAP Maposib No NPOTOKO/TY ayTEHTUDMKALMW. MOXET 6bITb NYCTbIM AN
60/1bLUNHCTBA OMEPATOPOB

5 | Tun ayTeHTU(UKaLMN BbI60p NpoTOKONa ayTeHTU(MKaLMN

6  PLMN Bb160p NpeanoyTUTENBHOrO MO6MILHOTO ONepaTopa no ero MAEHTUGUKaTopy

PLMN. Hanpumep: 25001 (MTC) unmn 25020 (Tele2). Mogem 6yaeT nbitatbCs
3aperncTprpoBaThCs B CETU B COOTBETCTBUM C YKa3aHHLIM MAEHTU(HUKATOPOM
PLMN. Ecnn napametp nyctoii uav 0, Mogem 6yaeT pernctprpoBathbes B
aBTOMATNYECKOM PEXUME, NPEeANoYMTas AoMAaLIHEro oneparopa
7 | TexHonorus gocryna BbI60p TEXHOMOrMM gocTyna:
ABTO — MoZieM ByZeT MbiTaTbCs NoceA0BaTeIbHO PErUCTPUPOBATLCA B
cetax LTE - 3G - 2G;
Tonbko 2G — Moem 6yeT perncTpupoBatbCcsi TOMIbKO B ceTh 2G;
Tonbko 3G — MoZem 6yZeT perncTprpoBarbCcs TO/IbKO B ceTn 3G;
Tonbko LTE — mogem Byaet pernctpupoBarbes TONbKO B cetn LTE;
MpegnoytuTenbHo LTE — 40 yCTaHOBNEHUS COEANHEHNSA C UHTEPHETOM,
MoZeMy 3anpeLiaetcs peructpauus B cetn LTE (Tonibko 2G/3G). Mocne
YCTaHOB/IEHWNSA COEANHEHNS, MOAEMY Pa3peLlaeTcs perncTpaLms Bo BCex
cetax (pexxum ABTO). Mpy Hasmumm ceTun LTE, mogem byaet
3aperncTpypoBaH B 3TOM CETU.
8  [AmanasoH Bbl60Op 4aCTOTHOrO AManasoHa
9 | AT-komaHga LononHutensHas AT-komaHga, Kotopas 6y4eT aBTOMaTUYECKM BbINOAHATLCA
cpasy nocne NPUMEHeHVA OCHOBHbIX HAaCTPOEK. Pe3y/bTar BbIMOMHEHUA
KOMaHZpbl MOXHO NPOKOHTPOIMPOBATL B «CUCTEMHOM XXypHane»
10 = KoHTtponb Bknroyaet/oTkouaeT YyHKLMIO ynpasneHus SIM-kapTamu 1 KOHTPons
MOG6WIBLHOTO NOAKMYEHNS. [INS BKIOYEHNS (PYHKLMM HEOOXOAMMO TaKKe
3aaath IP agpec XocTl n/vnn Xoct2. ANroput™M paboTbl onucaH B 5.2.1

11 | MuHr WHTepBan (cek.) oTNpaBKM TECTOBbLIX NAKETOB Ha XOCT1, X0cT2. TecToBble
nakeTbl OTMNPAaB/ATCS N0 oYepeAn Ha XocTl 1 XocT2, C NONOBUHHLIM
NHTEepBa/IOM

12 ' MwHr TaimayT JonycTnmblii uHTEPBa (CEK.) OXXMAAHUSA OTBETOB OT X0ocT1, XocT2. Ec/iv no

UCTEYEHNUW NHTEPBA/IA He BblI0 NPUHATO HU OAHOTO OTBETA, OyaeT
BbINOJIHEHO fieiicTBMNe, 3aaHHOe B napameTpe «KOHTPosIb»
13 ' Bpewms paborbl OrpaHunyeHune BpemeHu paboTbl SIM-kapTbl (MUHYTbI). 3HaYeHne 0 — 2SIM
OTK/IK04EHO. 10 MCTeYeHNM NHTepBasa by eT BbINOMHEHO AelicTBUE,
3aflaHHOe B napametpe «KOHTPONb»

22



MICRODRIVE

5.2.1 AnroputMm paboTbl PYHKLUMN KOHTPOAS MOOGWUIbHOrO MOAK/OYEHUS U aBTOMATMYeCKOro
nepekntoyeHna SIM-kapt

®yHKUMS 06ecrneynBaeT HenpepbIBHbIN KOHTPO/Ib MOBWILHOTO NMOAK/IIOUEHNS (MHTEPHETa) NYTEM OTMPaBKM TECTOBbIX NaKeToB [0
YA a/1eHHbIX XOCTOB. TECTOBbIE MAKETLI OTNPABAAIOTCA K XOCTY 1 1 XOCTy 2 C NOCTOAHHLIM UHTEPBA/IOM, 3a[aHHbIM B napameTpe «[TUHM.
B cnyyae ecnm HaCTPOEeHO 2 xocTa A/19 KOHTPO/A, NakeTbl OTNPaB/AOTCA N0 04epeay ¢ NOIOBUHHLIM MHTEPBAIOM. ECNn No ncteyeHnm
nHTepBana «MuHr TaliMayT» He ByfeT Nosly4eHo HWU OFHOrO OTBETA Ha TECTOBbIE NakeTbl, 6yAeT BbINOMHEH nepe3anyck MO6WIbHOTO
COefIMHEHNS C (IM3NYECKUM OTK/IOYEHWEM OT COTOBOM CETU WW Nepek/oyeHre Ha Apyryro SIM-KapTy B 3aBUCUMOCTU OT HaCTPOMKK
napametpa «KoHTposb». Moc/e nepesanycka COeANHEHNs MK nepekodeHns SIM-KapThbl BblLePXXMBAETCS (IMKCUPOBaHHLIV MHTEPBA
10 cekyHg, HeO6GXoAuMbIA NS MOBTOPHOM peructpauum B COTOBOM CETU WM YCTAHOBKM COELMHEHMs, MO UCTEYEHWU WMHTepBasia
HauvHaeTCca KOHTPOMb MOAKMoYeHus. Ecnv nocne nepesanycka COeUHEeHUs CBA3b He BOCCTAHOBMNACh, TO CeAylowWwnii nepesanyck
npou3ongeT He paHee yeM yepe3 1 MUHYTY. [ UCKIOUEHNS NIOXKHBIX MEPE3anyCckoB COeAVHEHUs Wn nepeknioyeHnii SIM-kapr,
nHTepBan «MuHr TalimayT» JOMKeH ObITb 60MbLUe MHTEpBana «IHM» B 3 1 6onee pas.

Ana mopenei ¢ gpymsi n 6onee SIM-kapTamu, AOMOHUTENIBHO MOXKET HaCTpauBaTbCsl IMMUT BPEMEHM, MO UCTEYEHUU KOTOPOro
6y[eT BbINOMHEHO AeicTBre, 3aaaHHoe B napameTpe «KoHTponby. Eciv B napameTpe 3afaHo feicteue «Mepeknountces Ha SIM1/2»,
npu 3ToM SIM-KapTa OTCYTCTBYET UK He onpegensercs, 6yAeT BbINOMHEHO NEPEKOUYEHME Ha Apyryro SIM-KapTy.

Mpumep 1:

KoHTponmpoBaTtk nogkntoueHne Ha SIM1, npu oTcyTCTBUM CBA3U B TeyeHne 10 cekyHA, nepeknoumtes Ha SIM2. PaboTtatb Ha SIM2
He 60nee 30 MUHYT, €C/IN HET CBA3M B TeueHue 20 cekyHz, nepeknioumntcs Ha SIM1.

MapameTpbl Mpodumnb SIM1 Mpothunb SIM2
KoHTposb MNepekntountca Ha SIM2 Mepekntountcs Ha SIM1
MuHr 8 3

MyHr TalimayT 10 20

Xoct 1 8.8.8.8 8.8.8.4

Xocrt 2 8.8.8.8 77.88.8.8

Bpems paboThbl 0 30

5.2.2 TectupoBaHue

[na npoBepkn QyHKLUM KOHTPOAS U nepekoyeHns SIM-kapT MOXHO BOCMOMb30BaThcA AT-KOMaHAamun B MeHo «CepBuCbl —
AT/USSD/SMS/Tounck»:

AT+CFUN=4 - OTKNHOUUTL paguonepegarynk LTE-moayns
AT+CFUN=1 - BK/OUMTL paguonepenatumk LTE-moayns

Ana vMuTaummn oTkasa cOTOBOV CeTW mcnonb3yinte komaHay AT+CFUN=4. [icnonb3yiiTe CUCTEMHBIA XYpHaN B MeHK0 «Ctatyc —
CMCTEMHBIN XypHa» ANA aHannsa pabotsl. Cnyxba, KoTopas ynpasnseT MOOUIbHBIM NOAKMIOYEHEM 1 ynpaBnaseT SIM-kaptamu,
CO3/a€eT 3anmcu B XKypHase ¢ NOMETKO «Cmp.

Mprmep xxypHana:
Thu Jun 11 11:34:00 2020 daemon.info cm[881]: SIM1, PS=detached, CS=detached, PLMN=25011, Radio=LTE, Reg=2 = — 06Hapy>eHa ceTb YOTA
Thu Jun 11 11:34:01 2020 daemon.info cm[881]: SIM1, PS=attached, CS=detached, PLMN=25011, Radio=LTE, Reg=1 - peructpauus B cetn YOTA

Thu Jun 11 11:34:02 2020 daemon.info cm[881]: activate PDN(ipv4): SIM1, apn="internet.yota"/""/"""/none ... — MOMbITKa NOAKUYNATLCA
Thu Jun 11 11:34:02 2020 daemon.info cm[881]: CONNECTED: ipv4=10.62.73.22/255.255.255.252, ipv6=/, mtu=1500 — noak/i04eHne YCTaHOB/IEHO
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5.3. LAN

B meHio «CeTb — LAN» HaxoguTtcs pasfen npefHasHayeHHbI ANA HACTPOMKM uHTepdeiica ceTeBoro mocta — LAN. Moct
06beamHsAeT nHTepdelickl Wi-Fi (ra0) n Ethernet (eth0). 3agats IP-agpec 1 MacKy NoAceT MOXHO B MeHIo «CeTb — LAN» (Puc. 5.4). Mo
3apaHHomy IP-agpecy 6yaet goctyneH WEB-uHTepgeiic poyTepa.

Obwan koHPurypaumsa

OCHOEHsIE HACTPONKK PacuMpeHHbIE HaCTPONKK HacTpolkn MEXCETEBOTO 3KPaHa IPV6 HacTpoiku
BriwmTh [+
MpoTokon | CTaTuyeckuid agpec v

IPv4-agpec |192.168.1.1

Macka cetm IPv4 |255.255255.0

livpokoBewaTensHeli IPv4-agpec

Puc.5.4. YcTaHoBKa IP-agpeca n Macku nogceTu LAN nHTepdelica

Ne ' Mapametp
OCHOBHble HaCTPOWKHM

1 | Bkountb

2  [potokon
3 | IPv4-agpec

4  Macka cetu [Pv4
5 | LUupokoBeLLaTenbHsblii IPv4-agpec
PacLumpeHHble HacTPOWiKK

1 | HasHaunte MAC-agpec
2 | HasHauute MTU

3 | Wcnonb3oBaTb METPUKY LLUMO3A
4 Wcnonb3oBaTtb cO6GCTBEHHBLIE DNS-
cepBepbI
HacTpoiikn MexXceTeBOro akpaHa

1  CospgaTb/Ha3HauuTb 30HY CETEBOrO
3KpaHa
IPv6 HacTpoiiku

1  IPv6 gnvHa npegukca
2 | IPv6 anvHa sub-npedukca

Tabnuua 5.4. KoHdurypaums nHTepdeiica LAN

OnucaHune

BkntounTb/OTKNt0UNTL MHTEpdelic LAN. Eciu ranoyka ycTaHoB/EHa, TO
UHTepdeiic 6yaeT 3anyLyeH cpasy noc/e 3arpy3ky OnepaLMoHHON CUCTEMbI
OTK/NOYEHNE NHTepelica NprBEAET K MOTEpPe AOCTYyna K poyTepy Yepes
Ethernet n Wi-Fil!l

Pexxum paboTbl MHTEpdElica

IP-agpec nHTepdgelica. [lomkeH 6bITb 3a4aH B COOTBETCTBMN C OOLLENPUHATLIMM
npaswnamMu pacnpeseneHns CeTeBbIX aipecoB

butosas macka cetv IPv4 ong onpefeneHns pasmepa cetu, no ymonyaHuio
255.255.255.0

IP-afpec Ans nepefayn WMPOKOBELLATE bHbIX MAKETOB B JIOKaUIbHYHO CETb, N0
ymonyaHuio - 192.168.1.255

HasHaueHne MAC-aapeca uHTepdelicy
MTU (Maximum Transmission Unit) onpeaensieT MakcumasnbHbIi pasMep naketa
[aHHbIX Yepes 3TOT UHTEpPeC

3agaet MeTpMKY MapLUPYTOB Yepes3 3TOT UHTEpheiic
Jo6asneHve DNS-agpecos

YKaXuTe 30HY, K KOTOPOUi Bbl XOTUTE NPUKPENUTL 3TOT MHTepdelic. [ns atoro
MHTepdeiica AoMKHbI ObITb 3a4aHa 30Ha — «lan»

Onpepenser konnuecTso 6ut B IPv6-agpece. Mo ymonyaHuio 60
Onpepensiet konnyecTso 6uT B IPvB-agpece noacetu

B okHe «DHCP-cepBep». Manouka «Bkntounts DHCP» BkntouaeT DHCP cepBep Ha 3ToM MHTepgelice.

[Jnana3oH BbigaBaembix IP-agpecoB 3agaeTca napametpamu «CtapT», «pegen». Mogpo6Hoe onncaHue HacTpoek DHCP-cepeepa
onucaHo B Tabnuue 5.5. Mpumep HacTpoiikn DHCP npueegeH Ha Puc.5.5.
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DHCP-cepBep

OCHOBHBE HaCTPOHKM PacumpeHHele HacTPOAKW IPv6 HacTpoiku

BK/H4MTL DHCP [«
Ctapt | 100
MuHWMENBHBIA aApec apeH/s

Npegen | 150

MaKcumancHoE KOAMHYECTED BpEHAOBaHHLX aApECOB

BpemA apeHael | 12h

BpemA, YEPES KOTOPOE WCTEKAeT ApEHAa AJPECE, MAHMMyM 2 MuHyTol (2m)

Puc.5.5. HacTpoiikn DHCP-cepeepa
Tabnuua 5.5. MapameTpbl DHCP-cepeepa

Ne ' Mapametp OnucaHne

OCHOBHbI€ HaCTPOWKK

1 | Bkmounts DHCP OTknounTh/Brtounts DHCP-cepBep Ans AaHHOro MHTepdeiica

2  Crapt MUWHUMabHBIA afpec, BblaaBaemblii DHCP-cepBepoM KMeHTy

3 | lpegen MaxkcmmasibHoe KonuyecTBo apeHA0BaHHbIX afpecos

5 | Bpems apeHap! Bpems, Yyepes KOTOPOe UCTEKAET apeHAa aapeca, MUHUMYM 2 MUAHYTbI

PaclumpeHHble HaCTpOVIKI/I

1 | AuHamunueckuii DHCP [vHamuyecku Boigensate DHCP-agpeca knvmeHTam. Ecnv BbIK/IHOYEHO, TO ByayT
06CNYXXEHbI TOIbKO KNMEHTHI C NOCTOSHHO apeH0BaHHbIMK agpecamu

2 | MpuHyauTeNnsHO Wcnonb3oBatb DHCP B 310 ceTu, Aaxe ecnn HalifieH Apyroi cepsep

3 Macka cetu IPv4 MpefonpeseneHye CETEBO Macku, OTNPaBASEMYIO KTMEHTAM

4 | DHCP-Hactpoliku Onpegenutb fonosiHuTeNbHbIE onuum DHCP, Hanpumep, "6,192.168.2.1,192.168.2.2",

4T06bI U3BECTUTL KMEHTOB 0 DNS-cepBepax
IPv6 HacTpoiiku

1 | Router Advertisement-CepBuc OTK/I0YEHO — CYXKOA OTK/THOUEHA;
Server mode — cny6a BKtoUeHa, poyTtep ABnseTcs cepgepom DHCPV6;
Relay mode — pexxum TpaHcnsumm Advertisement-coo6LLeHW A5 KNMEHTOB CETU

IPV6;
Hybrid mode — rubpuaHbiin pexum, 06beguHsatowumin Server n Relay mode;
2  DHCPv6-Cepsuc OTK/HOUEHO — CNyXX6a OTK/HYEHE;

Server mode — cny6a BKtO4eHa, poyTep ABseTcs cepgepom DHCPV6;
Relay mode — pexxum TpaHcnsumm DHCPV6 cepBepa A5 KnneHToB cet IPV6;
Hybrid mode — rmbpuaHbiin pexum, 06beauHsatowumin Server n Relay mode.

3 | NDP-lpokcu Pexxnm nowucka coceHnx npokcu-cepsepos DHCPVG

4 | DHCPv6-Pexum Stateless — HasHauyeHue IPv6 afpeca He coXpaHsieT NyTb A0 KIWNEHTa;
Stateless+Statefull — rn6pnaHbIA peXxM CoXpaHeHNs MyTW A0 KNNEHTA;
Statefull - DHCPv6 xpaHuT nyTb [0 KINEHTA.

5 | Bcerga 06bsBnSTL poyTEPOM MO O61sBNATL POYTEPOM MO YMOMUAHUIO, LAXE €CIN HET AOCTYMHbIX NYy6NYHbIX

YMONYaHuo npetKcos
6  3asBneHHble DNS cepBepsbl [Job6asneHve DNS-cepsepos IPv6
7 | 3asBneHHble DNS fomeHb! [ob6asneHve DNS-gomeHoB IPv6
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5.4. VPN -L2TP

B meHio «CeTb - VPN - L2TP» Haxoautca pasgen npefHasHayeHHblli 418 HacTpoiiku nHTepgeiica L2TP. Mpumep HacTpoek

nokasaH Ha Puc.5.6. OnncaHne napameTpoB B Tabnuue 5.6.

0Obuwan koHdUrypauusa

OCHOBHBIE HACTPOHKM

No

BEHHMTE [+

MpoTokon | L2TP

PacuMpeHHel2 HaC TPORKK

HacTpoilkn MEXCeTeBOro 3KpaHa

L2TP-cepeep 3aNoNHATE

Wma nonbzoeaTtenA PAP/CHAP | 3anonHuTe

Mapons PAP/CHAP | 33nonHuTe

[ononHuTENEHEE oNUMKW pppd

MapameTtp

OCHOBHbIe HaCTPOWKu

5
6

Bkntountb

poTokon
L2TP-cepBep

Vimst nonb3oBatens PAP/CHAP
Mapons PAP/CHAP
JononHutensHble onumn pppd

PaclumpeHHble HaCTpOVIKM

5

Vcnonb3oBars L3 no
YMO/YaHUIO

Micnonb3oBarb METPUKY LLUNK03a
HasHauute MTU

WHTepBan axo-3anpocos LCP

Mopor owmnbok 3xo-3anpocos LCP

HacTpoiiku MeXceTeBoro akpaHa

1

Co3parb/Ha3HaunTb 30HY CETEBOIO

aKpaHa

Puc.5.6. HacTpolikn uHTepdeiica VPN L2TP
Tabnuua 5.6. MapameTpsl VPN L2TP

OnucaHune

BkntounTb/OTKNOUNTL MHTEpelic L2TP. Ecn ranoyka ycTaHOBMEHa, TO MHTepdelic
OyAeT 3anyLLeH cpasy nocne 3arpy3ky onepaLmMoHHON CUCTEMbI

Bbi60p npoTokona. [loctyneH Tobko L2TP npoTokon

JomeHHoe nms unwm IP-agpec yaaneHHoro y3na (cepeepa), K KoTopomy byaert
MoAK/M0YaTLCA KINEHT

Mmsa nonb3oBatena 414 aBTopusaLmy Ha cepsepe

lMaposb 414 aBTOpU3aLMK Ha cepsepe

Mepefatb JONOMHUTENBbHBIE OMNLWK cyX6e pppd

Ecnun yctaHOBEHA ranoyka, To B Tabnuiy MmapLipytusaumm byaet 4o6asneH MapLupyT
«M0 YMO/TYaHUIO» Yepes 3TOT MHTepdelic

3a/iaeT METPUKY MapLUPYTOB Yepes 3TOT MHTepdelic. MeTpuka onpeaensieT npuoputeT
O[MHAKOBbIX MapLLpyTOB

MTU (Maximum Transmission Unit) onpeaensiet MakcMmarbHbliA pasMep naketa
[aHHbIX Yepes 3TOT UHTepdec

OTnpasnsTb cepBepy 3X0-nakeTbl LCP ¢ ykazaHHLIM UHTEPBaIOM (CEKYHAbI).
Vicnonb3yeTcs Ans KOHTPO/S COeAMHEHMS

lMocne ykazaHHOTO KOJ1-Ba OLUMBOK (OTCYTCTBME OTBETOB) COEANHEHWE C CEPBEPOM
OyAeT ycTaHOBNEHO 3aHOBO. 3Ha4eHwue 0 1cnosb3yeTes AN MTHOPUPOBaHNS OLLINGOK

YKaXuTe 30HY, K KOTOPOA Bbl XOTUTE MPUKPENUTbL 3TOT MHTepdelic. [15 aToro
UHTepdeiica MOXeT BbITb BblopaHa 30Ha «vpn», ecin TpebyeTcs paspeLLnTb
MapLUpyT13aLmio Tpagvka B IOKaIbHYHO CETb 11 06PATHO UK 30Ha «wanx», ecnn VPN —
TYHHENb ByAeT Ncnonb30BaThCs 418 NepeHanpaBieHns MHTEPHeT-Tpajuka
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5.5. VPN —-OPENVPN

B meHio «CeTb — VPN - OPENVPN» HaxoauTcs pasfen npefHasHaueHHbll A5 HacTpoiikm nHTepgelica OPENVPN. OnucaHue
napameTpoB NpuBoAUTCA B Tabnuue 5.7.

B OC poytepa ycraHoBeH knneHT OpenVPN 2.4.0. KnveHT OpenVPN peanusyer crefyroLime BO3MOXHOCTU:

CozgaHne VPN-TyHHenst Tuna «Touka-Touka» ypoBHSA L2/L3 ¢ ayTeHTUdMKaumeli no oblemy cekpeTHomy ktody (shared key)
1 6e3 ayTeHTMdrKaumm;

Co3paHve VPN-TyHHens tuna «CeTb» ypoBHS L2/L3 ¢ ayTeHTUdMKaumeld TLS npy NOMOLLM CepTUNKATOB 1 3aKpbITbIX KKUE
(TLS-knmeHT). JlononHUTEeNbHAs ayTeHTU(UKALMSA MO IOTMHY U Naposto. AyTEHTU(MKALMA KaHana ynpasnieHus TLS npy noMoLLm

obuiero 3aKpbITOro Knwua;,

MepeHanpasneHne MHTEPHET Tpaduka Yepes TyHHe b, KoHdurypaums VPN-wwno3;

Cxartme LZO, LZ4;

TpaHcnopTHbIA npotokon — UDP nnn TCP.

Tabnuua 5.7. MapameTpsl VPN

Ne | Mapametp OnucaHune Oonuyms
OpenVPN
OCHOBHble HAaCcTPOMKM
1 | Bkaountb Bknounte/OTkAI0UUTL MHTEpdelic VPN. Ecnu ranouka ycTaHoB/EHa, TO
WHTepdeiic 6yaeT 3anyLyeH cpasy noc/e 3arpy3ku onepaLlmMoHHON
CUCTEMbI
2  lpoTokon Bbi60p npotokona VPN. foctyneH Tonbko OPENVPN npotokon
3 | TUN/TAP Bbi6op Tvna kagpoB npu nHkancynauum. TUN (L3) — MHKancynmpyrotcs dev
Kaapb! IPv4, TAP (L2) — nhkancynupytotes kagpbl Ethernet
4 Moct [Jo6asuTb B MocT LAN
5 | TpaHCnopTHbI/ NPOTOKON BbI60p TPaHCNOPTHOrO NPOTOKO/1A proto
6 | YpaneHHbli xocT/IP JomeHHoe nms nnu IP-aapec yaaneHHoro y3na (cepeepa), K KOTopomy remote
OyAeT NOAKIIYATLCA KINEHT
7 | MNopt MopT yaaneHHoro y3na (cepsepa) port
8 | Cxarne Bbi60p cxxatus LZO. 3HaveHue «I1o yMonyaHuno» — onuus compress
urHopupyertcs, «OTK/IK0UYEHO» — CXXaTune OTKNIYEHO. «LZO» — anropntm
oxatna LZO, «LZ4» — anroputm cxatus LZ4
9 | MuHr WHTepBan, B cekyHAax, OTNPaBKM TECTOBbIX NaKETOB yAasIeHHOMY Y37y ping
(cepBepy) 419 NPOBEPKY LIENOCTHOCTU COeMHEHUS U aKTyanmn3sawmu
NAT. PekomeHayemoe 3HadeHve — ot 5 4o 30 cekyHa
10 = MwHr TavimayT WHTepBan, B ceKyHAaXx, MO NCTEYEHUM KOTOPOrO MPOUCXOANT NMOBTOPHOE  ping-
MOAK/0YEHNE, NPU OTCYTCTBUMN TECTOBLIX MaKETOB OT YAa/IEHHOr0 y3na restart
(cepsepa)
11 = AyTeHTudmKaums BbI60p MeToAa ayTeHTU(UKaLMK, onpeaenser Tononoruo cetn. Shared secret,
secret — nofk/0YeHVe TUna «Touka-Touka» ayTeHTU(PMKaLKA ¢ 06LLMM tls-client
Knto4oM. TLS Client — nogkntoueHne tuna «Cetb», ayTEHTUNKALLUA C
MOMOLLbHO CepTU(MKATOB M/ 1A napons
12 LndposaHue Bbl6op anropuTMa WWgpoBaHmMs KaHasia nepeAayn AaHHbIX. 3HaveHue cipher
«[Mo ymonyaHuio» — BF-CBC
13 | Anroputm ayTeHTUGMKaLUN BbI60p anroputma ayTeHTUMNKALMKU. 3HaYeHne «T10 yMONYaHWIo» — auth
SHAL
14 | JlokanbHblii VPN IP IP-agpec nokanbHoro nHTepdeiica TUN/TAP ifconfig_|
15 | YpanenHbii VPN IP IP-agpec yaaneHHoro nHtepgerica TUN/TAP ifconfig_r
16 = Macka cetn VPN Macka ceTeBoro nHtepgerica TAP ifconfig
17 ' Wmo3 VPN IP IP-agpec wto3a B cetv VPN, yepes KOTopbIi MOTyT 6bITb 106aB/IEHBI route-
MapLUpYTbI gateway

PacLuMpeHHble HacTPOoKK

1

JlononHutensbHas KoHQUrypaums

HacTpoliku MeXXceTeBOro akpaHa

1

Co3patb/Ha3HaunTb 30HY CETEBOTO
aKpaHa

3agatotcsa AononHuUTeNbHbIe onummn kneHTa OpenVPN, KoTopble ByayT
[06aBNIEHBI K OCHOBHO KOH(Urypaumm npu 3anycke nHTepdeiica

YKaXKuTe 30Hy, K KOTOPOW Bbl XOTUTE NPUKPENUTb 3TOT MHTepdelic. Ans
3TOro UHTEpQeca MOXeET ObITb BbibpaHa 30Ha «vVpn», ecv Tpedyetcs

paspeLnTb MapLLPYTU3aLIMIO TpagKa B NIOKa/bHYIO CETh 1 06paTHO UK
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AyTeHTUUnKaLmns

1 | O6wwii KoY

2 | Ceptudmkar CA

3 | Ceptudmkar knmeHTa

4 Knwou KnneHTa

5 | JloruH
Maposnb
7 | TLS ayTeHTUMKaUms

(o]

8 | Kntou TLS ayTeHTUdMKaLMN

30Ha «wany, ecnu VPN — TyHHe b 6yAEeT ncnob3osarbes Ans
nepeHanpasneHns MHTepHeT-TpatmKa

O6LWWiA KoY ANs WKgpoBaHWs CoeaMHEHMs TUNa «ToUYKa-Touka.
Kntoy Jo/mKeH BKKOYaTb 3arofloBOK:

CepTuduKaT yA0CTOBEPSIOLLETO LieHTpa. CepTUdmKaT AOMKEH BKOYaTb
3arooBoK:

MoanncaHHbIv cepTndmkar knmeHTta. CoaepyXnT OTKPbITbIN KoY 1
[OMONHUTENbHbIE aTPUBYThI: UMS KNMEHTA, CPOK AENCTBUA U Ap.
JomKeH 3akaHuMBaTbLCA:

JononHutensHas ayTeHTUUKaLms no NorvHy U naposnto
JononHutensHas ayTeHTUUKaLms no NorvHy U naposnto
BktounTh/BbiGpaTh 4ONOAHUTENBHBIA YPOBEHb ayTEHTUDMKALUN UK
LUIN(POBaHNA KaHana ynpasneHus TLS.

B0O3MOXHble 3HaYeHnS:

«AYTEHTU(MKALMA» — ayTEHTU(MKALMSA 6e3 LWNPOBaHNS
«AyTeHTU(MKauma, key-direction 0» — ayTeHTUMKaLWS 6e3
LWnpoBaHMA, HanpasneHye knya — 0

«AyTeHTU(mMKauma, key-direction 1» — ayTeHTUUKaLus 6e3
LIM(POBaHWUA, HanpasneHue Koya — 1

«LLindposaHne» — ayTeHTUUKaLWA 1 LWdpoBaHue

Ecnun Ha cepBepe 3a4aH0 HanpaBneHue Koya 1, To Ha KnveHTe fOMKHO
6bITb 3a4aHo 0 1 Ha 060poT

O6LMiA KoY A4N15 LUMGPOBaHMS KaHasa ynpasneHns TLS.

Kntoy fo/mkeH BKOYaTb 3aro/ioBOK:
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5.6.1 HacTpoiika TyHHens L2 ¢ ayteHTUduKaumer no obuiemy knwouy (Shared secret)

B koHurypaumm TyHHens TAP (L2) ¢ ayTeHTUmMKaumeli no obuiemy Kirody 04HO 13 yCcTPoiicTB (CepBep) AOMKHO BbICTYNaTb B PO
cepsepa 1 MMeTb cTaTnyecknin 6enbiii IP-agpec, BTopoe ycTpoiicTBo (KNUEHT) MOXET MMeTb AnHaMmyeckuli IP-agpec u pabotats 3a
NAT. TekyLias Bepcus NporpaMmmHOro o6ecrneyeHns NoaaepXK1BaeT TONbKO PEXUM KneHTa. MpruMep Tononornm nokasaH Ha Puc.5.7.
Mpumep HacTpoiku ANs KNneHTa (poyTepa) NpuBefeH B Tabnuue 5.8.

OpenVPN TyHHens

WAN
82 112.31 108

= 192 168.0.1/24 Internet 192.168.0.2/24
192 168.0.11/24 192 168.0.125/24

Puc.5.7. Mpumep Tononoruu «Touka-Touka» (192.168.0.1 — KnuneHT, 192.168.0.2 — CepBep), ypoBeHb L2.

Tab6nuua 5.8. MNMpumep HacTPOIKM 4718 TONONOTUK «ToYKa-TOYKa», ypoBeHb L2

MapameTtp 3HayeHue

OCHOBHbI€ HaCcTPOWKK

TUN/TAP TAP (L2)

Moct LAN

TpaHCNOPTHLIA MPOTOKON MoxkeT 6bITb UDP nnun TCP
YnaneHHsbii xoct/IP 82.112.31.108. Cratuyeckuii IP agpec nnv jomeHHoe uvis cepsepa OpenVPN
Mopt 1194

Cxartne 1o ymonyaHuto

MuHr 10

MWHr TalivayT 60

AyTeHTU(MKaLma Shared secret
LLinposaHue AES-128-CBC

NokanbHbliii VPN IP OcTaBuTb MyCTbIM

Macka cetn VPN OcTaBuTb MyCTbIM

OcTaBuTb MyCTbIM
LWno3 VPN
HacTpoiika MeXCceTeBOro akpaHa

3oHa lan
AyTeHTUnKaLmns
O6LWwwit Koy CkonupyiiTte coaepXXMmMoe haina c 06LLUM KIHYOM
192.168.0.11/24 — XOCT unu ceTb 3a KIMEHTOM (poyTepom);
192.168.0.1/24 — WHTepdeiic ceteBoro mocta LAN knveHTa (poyTepa), B KOTOpbI o/mKeH 6biTb go6asneH TAP OpenVPN
nHTEperic;
192.168.0.125/24 — XOCT 1 ceTb 3a CEPBEPOM;
192.168.0.2/24 — WHTepheiic ceTeBOro MocTa, B KOTOPbIN A0/MKeH 6biTb Ao6aBneH TAP OpenVPN nHTepdeiic cepsepa;
82.112.31.108 — WAN wmHTepdelic cepsepa.
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5.6.2 HacTpoiika TyHHens L2 ¢ ayteHTUhmKaumen TLS
B koH(urypaumm TyHHenst TAP (L2) ¢ ayTeHTudmkaumeli TLS 4o/mKeH NpucyTCTBOBaThL CepBeEp, K KOTOPOMY ByayT NOAKIH0UATLCA

KNneHTbl. MprMep TONoNorMmn nokasaH Ha Puc.5.8. KnneHTbl MOryT UMeTb AuHaMuyeckme nnm ctatmyeckume IP-agpeca n pabotatsb 3a

NAT. Mpumep HacTpoOViKK AN KNeHTa (poyTepa) NpuBefeH B Tabnuue 5.9.

192.168.0.11/24

2z

192.168.0.2/24 192.168.0.12/24

192.168.0.1/24 Internet

Pwnc.5.8. Mpumep Tononorumn «CeTb», ypoBeHb L2

Tabnuua 5.9. MprmMep HacTPOIKK ANns Tononorum «CeTb», ypoBeHb L2

MapameTtp 3HayeHue
OCHOBHble HaCTPOMKM

TUN/TAP TAP (L2)
MocT LAN

TpaHCMOPTHLI NPOTOKON
YnaneHHblii xoct/IP

MoxeT 6b1Tb UDP nan TCP
79.143.12.21. Cratnyeckuii IP agpec cepsepa

Mopt 1194

Cxatune Mo ymonyaHuio
MnHr 10

MuHr TaiimayT 60
AyTeHTU(mMKaLma TLS Client
LngpposaHne AES-128-CBC

HacTpoiika MexceTeBoro akpaHa

30Ha lan nnu vpn
AyTeHTUUnKaLms
CepTudmkar CA CkonupyiiTe cogepxmmoe aina c ceptugukarom CA

CepTndmKar KneHTa
Kntoy knneHTa
JlorvH

Maposnb

TLS ayTeHTUmKaLms

CkonupyiiTte coaepXXrmoe thaina ¢ cepTMprUKaTom KameHTa
CkonupyviTe cogepXXmMMoe (aina ¢ KNouoM KmeHTa

OcTaBUTb MYCTbIM, €C/IN CEPBEP HE 3anpallnBaEeT JIOTWH 1 Naponb
OcTaBUTb MyCTbIM, €C/IN CEPBEP HE 3anpallvBaEeT JIOTWH 1 Naponb
OTknoueHa

192.168.0.11/24 — XOCT unu ceTb 3a KnneHtom 1;

192.168.0.1/24 — WNHTepeiic ceteBoro mocta KnveHta 1, B KOTOpLIV A0MKeH 6biTb go6asneH TAP OpenVPN nHTepdeiic;
192.168.0.12/24 — XocT unu ceTb 3a KnneHtom 2;

192.168.0.2/24 — WHTepdeiic ceTeBoro mocTa KnneHta 2, B KOTOPbI fomKeH 6biTb f06aBneH TAP OpenVPN nHTepgelic;
79.143.12.21 — WAN umHTepdelic cepsepa.

B KOH(urypaumm cepeepa cnefiytoT OTKII0UNTb RYHKLMIO NPUCBOeHUS IP-aapecoB Ana KnneHToB (onuus server-bridge 6e3

napameTpos).
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5.6.3 Hactpoiika TyHHens L3 ¢ ayTeHTU(mKaumen no obuemy knrouy (Shared secret)

B koHurypaumm TyHHenst TUN (L3) ¢ ayTeHTUdmMKaumeli no obLemy Kdy 04HO 13 ycTpoiicTB (CepBep) AOMKHO BbICTYNaTb B PO
cepsepa 1 MMeTb cTaTnyecknin 6enbiii IP-agpec, BTopoe ycTpoiicTBo (KNUEHT) MOXET MMeTb AnHaMmyeckuli IP-agpec u pabotats 3a
NAT. TekyLias Bepcus NporpaMmmHOro o6ecrneyeHns NoaAepXK1BaeT TONbKO PEXUM KneHTa. MpruMep Tononornm nokasaH Ha Puc.5.9.
MprMep HacTpolikn ANA KNMeHTa (poyTepa) npuseaeH B Tabnuue 5.10.

OpenVPN TyHHens

e

WAN
62.112.31.108

192.168.1.1/24 Internet 192.168.2.1/24 4
192.168.1.11/24 ’ y 192.168.2.31/24

Puc.5.9. Mpumep Tononorum «Touka-Touka» (192.168.1.1 — KnueHT, 192.168.2.1 — CepBsep), ypoBeHb L3

Tabnuua 5.10. Mpumep HACTPOIKK Ans TOMNOAOruM «ToUKa-ToYKa», ypoBeHb L3

MapameTtp 3HayeHue

OCHOBHble HaCTPOMKM

TUN/TAP TUN (L3)

TpaHCMNOPTHLIA MPOTOKON MoxeT 6b1Tb UDP nan TCP
YpaneHHblii xoct/IP 82.112.31.108. Ctatuyeckuii IP agpec nav JOMEHHOE MMS BTOPOTO y3/1a
Mopt 1194

Cxatune Mo ymonyaHuio

MnHr 10

MuHr TaiimayT 60

AyTeHTU(MKaLms Shared secret
LngpposaHne AES-128-CBC

NokanbHblil VPN IP 10.8.0.1

YpaneHHblii VPN IP 10.8.0.2

Llo6aBnTb MapLupyT Cetb 192.168.2.0/24

HacTpoiika MeXceTeBoro akpaHa

3oHa lan nnm vpn
AyTeHTUUKaLmns
O6LWMiA KoY CkonupyviTe cogepXXmMmoe (aina ¢ 06LLMM K1H04OM
192.168.1.11/24 — XocT unu cetb 3a KneHTtom (poytepom);
192.168.1.1/24 — WHTepgeiic LAN Knnenta (poytepa);
192.168.2.31/24 — XOCT 1nu ceTb 3a POYTEPOM, BbINO/HAOLLEr0 POsib CepBepa;
192.168.2.1/24 — WHTepgeiic LAN poyTepa;
10.8.0.1 — WHTtepgpeiic TUN OpenVPN KnneHTa (poyTepa);
10.8.0.2 — WHTepdeiic TUN OpenVPN yaaneHHOro y3/a, BbINOHAIOLWEro posb CEPBEpa;
82.112.31.108 — WAN unHTepdelic.
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5.6.4 HacTpoiika TyHHens L3 ¢ ayTeHTUmKaumen TLS

B koHurypaumm TyHHenst TUN (L3) ¢ ayTeHTudmKaumeli TLS 4o/mKeH NpucyTCTBOBaTL CEpBeEp, K KOTOPOMY ByAyT NOAK/IH0UATLCA
KNneHTbl. MprMep ToNonorMmn nokasaH Ha Puc.5.10. KnueHTbl MOryT MMeTb AMHaMUYECKMe Unm ctatnieckme IP-agpeca n pabortath 3a
NAT. Mpumep HacTpoVikv A5 KNneHTa (poyTepa) NpuBeeH B Tabnuue 5.11.

Puc.5.10. Mpumep Tononornm «CeTb», ypoBeHsb L3

MapameTtp 3HayeHue
OCHOBHble HaCTPOMKM
TUN/TAP TUN (L3)

TpaHCMOPTHLIA MPOTOKON MoxeT 6biTb UDP nnan TCP

YnaneHHblii xoct/IP

Tabnuua 5.11. Mpumep HacTPONKK ANa Tononorum «CeTb»

79.143.12.21. Cratnyeckuii IP agpec cepsepa

Mopt 1194

Cxartne o ymonyaHuto

MuHr 10

MuHr TaimayT 60

AyTeHTU(MKaLms TLS Client

LngpposaHne AES-128-CBC

HacTpoiika MeXceTeBoro skpaHa

3oHa lan nam vpn

AyTeHTUUnKaLms

CepTudmkar CA CkonupyiiTe cogepxmmoe aina c ceptugukarom CA

CepTudukar KnmeHTa
Kntou knneHTa
JlorvH

Maposnb

TLS ayTeHTUmKaLms OTknoveHa

192.168.2.123/24 — XOCT unu ceTb 3a KnneHtom 1;
192.168.2.1/24 — WHTepdeiic LAN Knuenta 1;
192.168.3.127/24 — XOCT nnm ceTb 3a KnneHtom 2;
192.168.3.1/24 — WHTepdeiic LAN KnueHta 2;

192.168.1.74/24
192.168.1.1/24

— XocT nnu cetb 3a Cepeepom;
— WHTepgpeiic LAN Cepgepa;

10.8.0.1/24 — WHTepaeiic TUN OpenVPN Cepsepa;
10.8.0.2/24 — WHtepeiic TUN OpenVPN Knnenta 1;
10.8.0.3/24 — WHTepdeiic TUN OpenVPN KnueHta 2;
79.143.12.21 — WAN uHTepteiic cepsepa.

CkonupyiiTe cogepXmmoe haina ¢ cepTurKaTom KneHTa
CkonupyiiTte coaepXXMmMoe haina ¢ K4oM KIneHTa

OcTaBWTb MyCTbIM, ECIN CEPBEP He 3anpaLunBaeT N0MVH U Naposb
OcTaBWTb MyCTbIM, EC/IN CEPBEP He 3anpaLunBaeT N0rVH U Naposb

IP-afipeca knMeHTOB B BUpTyasibHOM ceTn 10.8.0.0/24 1 mapLupyTbl f0 CETEn 3a KNMeHTaMu, LO/MKEH BblAaBath cepsep. IP-agpeca

ceTeli 3a KNIMEHTaMM 1 CEPBEPOM A0/MKHbI BbITb YHUKATbHBIMU.
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5.6.5 VPN wnto3

KoHdurypaums VPN-LIA03 Ncnonb3yeTcs Ans NepeHanpaBieHns MHTEPHET Tpadmka yepes nHtepdeiic OPENVPN. Tononorus cetu
MOXeT 6bITb «TouKa-TouKa» nnm «Cetb» (cmMoTpy Pnc.5.9 n 5.10).

[ns Tononornm «Touka-Toukax, cnefyeT A06aBnTb 2 CTaTUYECKMX MapLLpyTa B MeHIO «CeTb — CTaTnyeckue MapLupyTbi».
1) Tpsamoii mapLpyT Ao yaaneHHoro y3na (Cepeepa):

VHTepdeiic MODEM

Lienb 82.112.31.108. Ctatnyeckuii IP agpec
Macka cetu 255.255.255.255

o3 OcTaBuTb MyCTbIM

MeTtpuka OcTaBuTb MyCTbIM
MTU OcTaBuTb MyCTbIM
Tuvn mappyTa Unicast

2) MapupyT Mo yMOYaHUO»:

WHTepdeiic OPENVPN

Lenb 0.0.0.0

Macka cetn 0.0.0.0

Lnto3 10.8.0.2
MeTtpuka OcTaBuTb MyCTbIM
MTU OcTaBuTb MyCTbIM
Tvn mapLpyTa unicast

Ona Tononormn «CeTb», MaplpyTbl N8 NepeHanpasBneHns WHTEpHEeT Tpagwuka 6yayT [o6aBfneHbl aBTOMAaTMyecku, ecnvu B
KOH(Mrypauum cepeepa 3agaHa onums push "redirect-gateway defl".

30Ha MEXCETEBOT0 3KpaHa MOXET OblTb M3MEHEeHa Ha «wan», ecni TpebyeTcs MacKupoBaTb NOKaNbHYK CETb U 3amnpeTuTb
BXOAALLMIA TPaGUK.

5.6.6 [unarHoctuka

OtcnexuBatb cTatyc uHTepdeiica OPENVPN MoxHO B MeHi «Ctatyc — VHTepdelicbi». OTnagoyHble coobuieHns OpenVPN
KnveHTa ByayT 3anucaHbl B CUCTEMHBbIN XXYpPHa/I, NPOYNTATh CUCTEMHBIV XXYPHaI MOXHO B MeHI0 «CTaTyc — CUCTEMHBIV >XypHasi».
OTnpaBmTh «Ping» MOXHO B MeHI0 «CTaTyc — [uarHocTuKa».
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5.6. DHCP n DNS

B meHto «CeTb — DHCP 1 DNS» HaxoauTcs pasgen npefHasHaueHHbIi Ans HacTpoiiku uHtepdelica DHCP/DNS cepsepa. Mpumep
HacTpoek nokasaH Ha Puc.5.11 n Puc.5.12. OnucaHve napameTpoB NpMBoAUTCA B Tabnmue 5.12.

Pnc.5.11. DHCP 1 DNS

Punc.5.12. NMocTosAHHbIE apeH/bl

Tabnmya 5.12. NMapameTpbl DHCP 1 DNS

Ne | MapameTp OnucaHune

O6Lume HacTpoliku

1 | Tpebyetcs fOMEH He nepenanpasnsate DNS-3anpocki 6e3 DNS-umeHm

2 | ABTOpWTETHBbIN a104Ka 03HAYaEeT, YTO 3TO eANHCTBEHHLIN DHCP-cepBep B IOKa/IbHOM CETY

3 | JlokasibHblii cepBep OnpepeneHve NoKaabHOro AoMeHa. MiMeHa B 3TOM [JOMeHe HUKOrAa He
3anpawwmBatotcs y DNS-cepBepa, a paspeLuarotcs Ha 0cHoBe AaHHbIX DHCP 1 thaiinos
hosts

4 JloKanbHblii JOMEH CyththmKe NoKabHOrO fOMeHa, KOTOpbIiA 6yaeT gobasneH k DHCP-umeHam v
3anuncam u3 gainos hosts

5 | 3anucbiBatb 3anpochl B XXypHan Ecnu ycraHoBneHa ranoyka, Bce DNS 3anpocbl 6yayT 3anvcaHbl B CUCTEMHbIA XYypHau

6  [lepeHanpasneHune 3anpocos DNS Cnncok DNS-cepBepoB 4715 NepeHanpas/ieHns 3anpocos

7 | 3awwrta ot DNS rebinding Fanouka BktoyaeT 3awmty DNS OT MOBTOPHO NpYBSi3KK, 0TOPackiBaHNE OTBETOB
RFC1918

8 | PaspelunTb NoKabHbIA XOCT Paspewwmnth 0TBETHI B Aana3oHe 127.0.0.0/8, Hanpumep, ans RBL-cepBricoB

9 | Benblin cncok AOMEHOB Cnncok fOMEHOB, 4J19 KOTOpPbIX pa3peLleHbl 0TBeTbl RFC1918
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10 = TonbKo NoKasibHbIE CTyXObl OrpaHuunTb cny>xby DNS fo HTEpdelicoB NoAceTH, B KOTOPOIi 06cyxmBaeTcs DNS
11 ' bBe3 wab6noHoB MprBA3bIBaTH TOMLKO K ONPefeneHHbIM MHTEPGelicam, a He K LiabnoHam aapecos

5.7. ViMeHa xocToB

B MeHI0 «CeTb - MIMeHa XOCTOB», Ans yf06CTBa aMUHUCTPUPOBAHNSA CETU, MOXHO NPUCBOUTL CUMBO/IbHOE UMS KOHKPEeTHOMY |P-
agpec. Hanpumep, MOXHO BbI6paTh IP-afpec 13 BbiNagatoLLero Crnmcka U Hassatb 3T0T XOCT «Printerl» (cmotpu Puc. 5.13).

Puc.5.13. imeHa xocTOB

5.8. Cratnyeckne mMapLUpyThbl

Pasgen B MeHio «CeTb - CTaTWyeckue MapLupyTbl», MpefHasHauyeH Ans [0GaBMEHWst CTATWYECKUX MapLupyT B Tabnuuy
MapLupyT13auumn. MapLupyTr3auums Ciyxut ais onpeieneHus, Yepes Kakoil MHTepteic 1 W3 MOXHO A0CTUYb HYXXHOTO XocTa Un
CceTu.

MeHio cogepxut ase Tabnuupl ans IPv4 n IPv6 mappyToB. MNprMep HacTpoOiku nokasaH Ha Puc.5.14. OnucaHve napameTpoB
npusoautcs B Tabnuue 5.13.

Puc.5.14. CTaTunyeckme mapLupy Tbl

Tabnuua 5.13. MapameTpbl Tabauupl «CTaTUYECKNE MaPLLPY Tbi»

Ne ' Mapametp OnucaHne

1 WHTepdeiic Bbi6op UHTepdeiica, Yepes KOTopbIi byaeT HanpaBAATLCA Tpaphuk

2 Uenb LleneBoli IP-agpec nnm ceTb, K KOTOPOI MULLETCA MapLLpyT

3 Mackacetn Macka nofcetv agpeca HasHauyeHus

4 | |Pv4-agpec wito3a LLnto3, yepes KOTOPbI ByAeT MATM MapLUpYT A0 agpeca

5  Metpuka MpropuTeT MapLLpyTa B TabavLe mMapLupytmsaumy, 0 — MakcMasbHbIi NPUopUTeT

6  MTU MakcumanbHbIi pasmep None3Horo 6710ka AaHHbIX O4HOrO NakeTa, KOTOPbIV MOXET ObITb
nepefaH NPoToKooM 6e3 parmeHTaLum

7  Twn mapupyTa Tvn MapLupyTa: /IOKa/IbHbIN, LUMPOKOBELLATe NbHbIA, OAHOHANPAB/IEHHbIA, MHOrOHaNPaBNEeHHbIN,
No/b30BaTE/NbCKNIA, HeAOCTYMHbIN, 3anpeLleHHbIN, blackhole (nepeHanpasneHve Tpaduka Ha
agpec ana otbpoca)
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5.9. MexceTeBoi 3KpaH

B meHto «CeTb — MexceTeBOI 3KpaH» BbINONHAETCA KOHPUIypaLms MeXCceTeBOro akpaHa, nepeHanpas/ieHns NopToB, npasuna
ansa Tpaguka ana nHtepgericos LAN, WAN, VPN. Mprmep HacTpoikn nokasaH Ha Prc.5.15. O6Lpe HacTPONKM MEXCETEBOrO 3KpaHa
npeacTaBneHbl B Tabnuue 5.14.

Punc.5.15. MexkceTeBOI aKpaH

Tabnuua 5.14. Mexxce TeBoii akpaH. O6Luye HacTPOIKM, 30HbI

Ne | Mapametp OnucaHune
O6Lme HacTpOoKK

1 | Bkawountb 3awmty ot SYN-flood atak | Tanouka Bkitoyaet 3awmty ot SYN-flood atak, 3ak/irovatoLmxcs B 0TnpaBke 60/1bLIOro
Konuyectsa SYN-3anpocoB 3/10yMbILLIEHHUKOM

2 | He nponyckartb HeKOPPEKTHbIE [N [ONoNHUTENBHOW 3almThl ycTaHoBUTE ranouky u firewall 6yaet 6510kmpoBath
MaKeTbl HEKOPPEKTHbIE MaKeTbl

3 | Bxogsawwi MpuHKUMaTh / oTBepraTh /He 0bpabaTtbiBaTb BXOAALWIA TPagUK

4 Mcxopswmia MpuHumMaTh / oTBepraTb /He 0bpabarbiBaTh MCXOAALLWIA TPADUK

5 | lNepeHanpasneHvie MpuHumars / oTBepraTtb /He obpabaTbiBaTb NepeHanpaseHue Tpadmka
30HblI

1 | 3oHa- lNepeHanpasneHne 34ecb MOXHO A06aBWTb/YAaINTb 30HbI. 10 yMONYaHUIO co34aHbl 3 30HbI: LAN —

nokanbHas cetb, WAN — nHtepHeT 1 VPN — BUpTyasibHas YacTHas ceTb
2 MackapaauHr BkntoueHne MackapaguHra — AyHamMyUYeckoli NoACTaHOBKM CETEBOTO aapeca
3 | OrpaHuyeHue MSS Bk/oyeHmne orpaHnyeHus MakcumansHoro pasmepa TCP cermerTa (MSS) ans

npegoTepaLeHus IP-parmeHTalm

[ co3gaHns HOBOI 30HbI, UCMOMbL3YITE KHOMKY «[]06aBUTh». MNocne HaxaTtus 6yaeTt oTKpbITa (hopMa HacTPOVKN HOBOW 30HbI
MEXCEeTEBOro akpaHa. OnmncaHne HacTpoek 30H B Tabnuue 5.15.

Tabnmua 5.15. Mexkce TeBoin 3kpaH. O6LMe HacTPOIiKK, HacTPoiiKa 30H

Ne ' MapameTtp OnucaHue

06LLme HacTpoliku

1  WUma IMs HOBOVA 30HbI MEXXCETEBOIO 3KpaHa

2 Bxopgsawwi MpuH1MaTk / oTBepratb /He 06pabaTtbiBaTb BXOAALLMIA TpagumK

3 | Ucxopswmid MpuHrMaTh / oTBepratb /He 06pabartbiBaTb UCXOAALLMIA TPaprK

4 | TepeHanpaBneHve MpuHnMaTh / oTBepratb /He 06pabaTtbiBaTb NepeHanpasieHne Tpaguka

5 | MackapaguHr BkntoueHne MackapaguHra — AUHaMUYecKol NoOACTaHOBKYM CETEBOTO afpeca
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6 = OrpaHuyeHne MSS
7 | Mcnonb3oBarb cetn
PaclumpeHHble HacTPOoKK

1 | Mcnonb3oBatb TOMbKO CEMECTBO
NPOTOKOJI0B

2 Wcnonb3oBarb MackapaguHr TOIbKO
[NS yKa3aHHbIX NofceTein-
oTnpaBsuTenen

3 | Wcnonb3oBatb MackapafguHT TO/IbKO
[NS yKa3aHHbIX NoaceTein-
oTnpaBuUTeNen

4 BK/IIOYNTb OTCNEXMBAHWE COEAVNHEHNI

5 | BKIOUATL XXypHaIMpoBaHWe B 3TOM
30He

MepeHanpaBneHne NOpTOB MO3BONAET 06pallaTbcs U3 VIHTEPHET K KOMMbIOTEPY BO BHYTPEHHEl CeTM 3a MapLupyTu3aTopoM,
ncnonb3yowmm NAT (NAPT). loctyn ocyLlecTBnseTcs npy NoMoLLM NepeHanpasieHns Tpaguka onpegeneHHbIX NOPToB C BHeLWHero IP-
afjpeca MmapLupyTM3aTtopa Ha ajpec BblIGPAHHOTO XocTa B JIOK&/IbHOW CceTW. OnucaHMe HaCTPOeK mnepeHanpas/ieHns MopToB

npeAacTaBneHo B Tabnuue 5.16.

Ne ' [Mapametp

ima

MpoTokon

BHeLUHA5 30Ha
BHeLwHwWiA nopT
BHYTpeHHss 30Ha
BHyTpeHHwiA IP-agpec
BHyTpeHHWIA nopT

~N o o~ wWwN e

BkntoUueHne orpaHnyeHns MakcuMasibHoro pasmepa TCP cermeHTa (MSS) ans
npeaoTepaLLeHus IP-pparmeHTaumn

MOXXHO 06bEANHUTB TEKYLLYIO 30HY C APYTMMI CyLLECTBYHOLLMMY 30HAMM WU C
HOBOWA (raslouKa co3aath)

BbI6Op Kakme MPOTOKO/bI UCMNO/b30BaTb A5 TekyLeii 30Hb! (IPv4 v IPV6, nn6o
TO/IbKO OAWH U3 HUX)

Co3aatb CNCOK NoAceTeld - OTnpaBuUTeNeit, 41 KOTOPbIX HYyXHO UCMO/b30BaTh
MacKapaguHr

Co3paTthb CMMNCOK NoaceTeli - noayJatesnei, Ans KOTOpbIX HYXXHO UCMO/b30BaTh
MackKapaguHr

MOHWTOPWHT COeANHEHMA TEKYLLEN 30HbI HA OLUMOKW 1 LLeIOCTHOCTb NaKeToB.
OTK/OYEHO MO YMONYaHWIO
3anmcb XypHasia cobbITUiA, MPOMCXOAALLMX B TEKYLLEH 30He

Tabnuua 5.16. Me>kce TeBoIi 3KpaH. [NepeHanpasneHve NOpTOB

OnwucaHwne

MMs TekyLLero nepeHanpasieHuns

MpOTOKO/, MO KOTOPOMY OCYLLECTBASETCS NOAK/IHOYEHNE

VM5 30HbI, M3 KOTOPOIi GYAET OCYLIECTBAATLCS NepeHanpaBeHne
MopT BHELLHEN 30HbI, KOTOPbII HY)KHO NEPeHaNnpPaBUThL

VM5 30HbI, B KOTOPYIO ByAET OCYLLECTBAIATLCS NepeHanpaBneHme
IP-agpec XocTa Ha KOTOPbIA HYXXHO BbIMO/HSATL NepeHanpasneHe
MopT BHYTPEHHEN 30HbI, HA KOTOPbIN HY)XXHO NEPeHanpaBnTb

KHorkoii «[106aBNTb» MOXHO CO34aTb HECKO/IbKO npaswn NepeHarnpasneHns NOpPToB. MNocne co3gaHna HaxxmuTe «CoxpaHuts U

MPUMEHUTb».

Ha Bknagke «Mpasuna 41 Tpaguka» U «onb30BaTesbCKye Npasua» MOXHO YCTaHOBUTb JOMNO/HUTESNbHbIE NPpaBuia
paspeLleHns Uin 3anpeTa JocTyna K onpeAeneHHbIM MopTaM, XocTam Uan QyHKLUSIM.
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5.10. AmarHocTtnka

B meHI0 «CeTb - [lnarHoCcTnKa» HaxoadaTcsa AUarHoCTUYECKUE YTUNNUTBI:

3x0 3anpoc
TpaccupoBka MapLupyTa
DNS-3anpoc
Hanpumep, ¢ MOMOLLLIO YTUMNTBI «3X0-3aMpoc» MOXHO NMPOBEPUTL JOCTYMHOCTL YA/IEHHOTO Y3/1a U UHTEPHET CoeAVHeHus, ans
3TOr0 BBEAWTE B COOTBETCTBYIOLLEe none IP-afpec uav AOMEHHOEe UMA YAANEHHOTO y3/1a U HAXXMUTE KHOMKY «3X0-3anpoc». Poytep
nowneT 5 ping-3anpocoBs [0 afpecara u ecnu OH JOCTYNEH, TO aApecar BbILLIET OTBET Ha 3TOT 3anpoc (cMoTpu Puc.5.16).

Pnc.5.16. imarHocTyka. 3xo 3anpoc
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